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HacTosiee pykoBOJCTBO MO 3KCILTyaTalluy MpeJHa3HAYECHO /Il 03HAKOMIJICHHS 00CITYKUBAIOIIETO
MepCcoHalIa ¢ yCTPOMCTBOM, KOHCTPYKITMEH, pab0TOM M TeXHHYECKUM oOcmyknBanruem KoHTpouiepa
nporpamMmmupyemoro sorudeckoro «M3000-T Uurcar» Bepcun 1.20 (manee mo TeKCTY KOHTPOJLIEP
unu [1JIK). KonTtpostep Beimyckaetcs cornacHo TY AL/IP.421455.008 u umeeT aexnapanuro
cootBercTBus TP TC.

B crienmanbabix Bepcusix 110 konTposiepa X. X5 (nocneausis nudpa «5») mo cpaBHEHHIO €
TUTIOBBIMH BEPCHUSMH TIPU TPOIIUBKE TPUOOpa MPHUHYAUTEIbHO, 6€3 BO3MOKHOCTH
BOCCTAHOBJIEHHsI, yMeHbI1aeTcs pazmep EMMC namsTu B 7iBa pasa ¢ 1eNbI0 yBEIHUYCHHS pecypca eé
paboTHI.

Jdannasi Bepcusi KOHTpoJuiepa padoraer co Cpenoii Pazpaborkun Macrtepckana 4/ Bepcum He
Hmxe 1.2.4.7252.

Cnucox npunsmolx onpeoeneHutl U COKPaAueHULL:

JIKM — JIeBas KJIaBUIIIA MBIIIH;

APM — aBTOMAaTH3UPOBAHHOE paboyee MecTo;
K — TIEPCOHAJIBLHBIA KOMIIBIOTED;

o — MpOrpaMMHOE O00ECTIeUeHUE;

ModBus — oTkpbIThIif IPOoTOKOT 0OMeHa 1o ceTr RS-485, paspaboran kommanueit ModiCon, B
HACTOSIIHNA MOMEHT IOAEPKUBAETCS He3aBUCUMOM opranu3aieir ModBus-IDA
(www.ModBus.org);

ModBus-TCP — Bepcust mporokosia ModBuUS, anantupoBantas k pabore B cetu TCP/IP;

IIVIK — nporpaMMHpyeMBlii IOTHYECKUI KOHTPOJLIED;

PaGounii peskum — mraTHas paboTta 3aporpaMMUpPOBAHHOIO KOHTPOJLIEPA,

FBD (aurn. Function Block Diagram) — rpacduueckuit si3bik mporpaMMEpoBaHus ctanaapra MOK
61131-3 a1 mporpaMMHUpPOBaHUS IIPOrPaMMHUPYEMBIX JIOTHYECKUX KOHTPOJLIEPOB;

SFC (anra. Sequential Function Chart) — rpaduueckuii si3bik cranmapta MOK 61131-3
MOCJIeI0BATENBHOTO (PYHKIIMOHAIBHOTO YIIPaBJIEHUS, TO3BOJISIOLINI 0THO3HAUYHO ONPEIEIUTh
MOBEJICHUE CUCTEMBbI YIIPABIICHHUS;

LD (anrn. Ladder Diagram) — rpadguueckuii si3bIK peieiiHOMN (JIECTHUYHOM) JIOTHKH CTaHaapTa MOK
61131-3;

ST (anrn. Structured Text) — He rpaduveckuii si3pIK BEICOKOTO ypoBHs (Trma [lackains) cranmapra
M3K 61131-3;

IL (anra. Instruction List) — He rpaduueckuii 36K HU3KOTO ypOoBHS (THIIA AcceMOiiepa) CTaHaapTa
M3BK 61131-3;

Host — yctpolicTBo, peaoCcTaBIsIoIIee CEPBUCH (opMaTa «KIMEHT-CEPBEP» B PEeXKUME CepBepa 1o
KaKUM-T100 uHTepdeiicaM 1 YHUKAIBHO OINpe/leIEHHOE Ha 3THX UHTepdeiicax;

DHCP (aurn. Dynamic Host Configuration Protocol) — «IIpotokon Junamuueckoit Hactpoiiku ¥Y3ma»
— TEXHOJIOT U, IpeIHAa3HAaYEeHHAas JIJIsl aBTOMAaTH4eCKOro nprcBoeHust [P-anpecos ceTeBbIM
YCTPOMCTBAM;

DNS (anrn. Domain Name System «cuctema TOMEHHBIX UIMEH») — KOMIIBIOTEPHAs pacipeaeiéHHast
cucTeMa Ui MOJMy4YeHus: HHPOPMALIUH O JIOMEHaX;

NTP (anrn. Network Time Protocol) — npoTokosi cCHHXpOHHU3aIMK BHYTPSHHUX YaCOB KOMITbIOTEPA
C TAJUIOHOM;

NTP-cepBep — cepBep TOUHOTO BpEMEHH, MTPEAHA3HAYEHHBIHN 1J11 CHHXPOHHU3ALUNA BHYTPEHHUX
94acOB KOMITBIOTEPOB M CETEBOT0 000pynoBaHus 1o rnpotokoixy NTP;
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http://www.modbus.org/
https://ru.wikipedia.org/wiki/NTP

UTC (aurm. Universal Time Coordinated) — BcemiipHOE KOOPAMHAPOBAHHOE BPEMS — CTAaHAapT
OIpe/ICTICHUS BPEMEHH U JIaThI;

WPAZ2 (aura. Wi-Fi Protected Access 2) — o6HOBIEHHAS TporpaMMa cepTH(HUKALIMH YCTPOHCTB
0eCrpOBOIHOM CBSI3H;

PSK (aur:. Pre-Shared Key) - ato coracoBannblii K04 (HaeHTHGHKAIIMOHHAs (pasa), B hopmare
ASCII Ha 060ux KOHIIax OecpoBOAHOTO coenuHenus. MnenTudukanronnas ¢pasza 10KHA OBITH OT
8 10 63 CUMBOJIOB;

WPA2-PSK - ynpoméHHbIii pexxuM paboThl CETH, MTO3BOJISIOIIMN UCIIOJIb30BaTh OJIUH MapOJib,
XPaHSIIHICSA HEOCPEACTBEHHO B MapILIPyTH3aTOPE;

SSID (aurm. Service Set Identifier) — unentudukarop (Ha3Banue, uMs) 6€CIIPOBOIHOMN CETH.
HTTPS (aurn. Hiper Text Transfer Protocol Secure) — pacrumpenne nporokona HTTP s
mnpoBaHUs B LIENIAX OE30MaCHOCTH;

FTP (aura. File Transfer Protocol) — nporokon nepenaun (haiiios 1o cerTu;

PUTTY — cBOOOAHO pacmpoCTpaHsIeMblii KIIMEHT IS Pa3IMYHBIX MPOTOKOJIOB yAaAEHHOTO T0CTyIa
Birouast SSH, Telnet, rlogin u mpenoctaBnsiomuii BO3MOXHOCTb CBSI3H 110 TIOCIICA0BATEIILHOMY
opry;

SSL (anrn. Secure Sockets Layer) — ypoBeHb 3aIlUIIEHHBIX COKETOB — KPUNTOrpadUUeCKHiA

MPOTOKOJI 3aIIUThI CBSI3H;
TLS (aura. Transport Layer Security) — mpoTOKOJ 3aIUThl TPAHCIIOPTHOT'O YPOBHS — YJIY4IIICHHBIH

BapuaHT SSL;
WSS (ot anri. WebSocket Security) — mpoToKo:I 3alUThl COSTUHCHHS

HTTPS/WSS — nporokon coeaunenust HT TP moBepx TLS/SSL.
PKI (auru. Public Key Instruction) — undpactpykTypa OTKphITHIX Kito4ueil. COBOKYITHOCTh CEPBHCOB

AJIg yIIpaBJICHUSA KJIHOYaMU U I.IH(prBBIMI/I CepTI/ICI)I/IKaTaMI/I l'IOJ'IB3OBaTeJ'IeI\/'I, IIporpaMm M CHUCTEM,

CSR (anra. Certificate Signing Request) — 3amnpoc Ha nonydeHue cepTudukara

RSA (aurn. ¢pamunuu aBropoB Rivest, Shamir u Adleman) — kpuntorpaduueckuii anroputm ¢
OTKPBITHIM KIFOUOM;

SSH (anra. Secure Shell) — (6e3omacuas 06010uKa), CETEBON MPOTOKOJI MPUKIATHOTO YPOBHSI
riepeavyn TaHHBIX, TIO3BOJISAIOIINIT IPOU3BOIUTH YIANEHHOE YIIPABICHNE ONEPAIIMOHHON CHCTEMO 1
TYHHEITUPOBAHHUE.

UTC (aurn. Coordinated Universal Time) — yHuBepcaibHOE KOOPIHHUPOBAHHOE BpEMsI

1 OBIIME CBEJIEHUS

Kontponnep nporpammupyemsiit norudaecknit «M3000-T Mucar» AIL/IP.421455.003
(B manpreitmem — kortposuiep win [1JIK) npeqnasnaven is:
® COBMECTHOTO HUCIOJIb30BAHUS C MOAYMHEHHBIMU YCTPOHCTBaMH, pabOTAIOIIMMHU O
npotokoiny ModBus RTU;
® IS CO3/IaHUS CUCTEM aBTOMATU3UPOBAHHOIO YIIPABJIEHUS TEXHOIOTMYECKUM
000pyZOBaHHEM U TUCTIETYEPU3AIIUH.
1.2 Jloruka pa6ots! [IJIK onpeznensiercs norpeOuTeneM B mporecce NporpaMMUpPOBaHHS
KoHTpoJuiepa. [IporpaMMupoBaHie OCyIIECTBISETCS C IIOMOLIBIO MPOrPaMMHOT0 00ecTiedeHus
WHcart. [Ipu 3T0M noaepKUBAOTCS BCE SI3BIKU IPOrpaMMHUpPOBaHus, yka3aHHble B MOK
61131-3.
1.3 O6nacts npumenenus [1JIK: cuctemMbl aBTOMaTU3UPOBAHHOTO YIIPABICHUS
TEXHOJIOTUYECKUM 00OPY/ZI0BaHHEM B SHEPIeTHKE, HAa TPAHCIIOPTE, B T.U. JKEJIE3HOIOPOKHOM,
B PA3JIUYHBIX O0JIACTSIX MPOMBIIIJICHHOCTH, KWIMITHO-KOMMYHAJIBHOTO M CEIbCKOTO
XO035MCTBa.
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1.4 KoHcTpyKLMs: KOHTpOJUIEpa He IPelyCMaTPUBAET €ro UCIIOJIb30BaHUE B YCIOBUAX
BO3/ICIICTBUS arpecCUBHBIX CPEJl, BLIHU, a TAKXKE BO B3PBIBOMOXKAPOOMACHBIX TOMEIEHUSX.

2 TEXHUYECKHUE XAPAKTEPUCTUKHU
OcHOBHbBIE TEXHUYECKUE XaPAKTEPUCTUKHU KOHTPOJUIEpa MpUBeAeHBI B Tabnuie 2.1.

Taoauna 2.1 — OCHOBHbIE TEXHUYECKHE XAPAKTEPUCTUKN KOHTPOJLIEpa

HauMeHoBaHHne XapaKkTepUCTUKH 3Hauenue
OmnepalrmoHHas cucrema Linux
Cpena pa3paboTku MasterSCADA 4D
BceTpoennas cpena uCronHeHUs MasterSCADA 4D

FBD/SFC/LD/ST/IL

S3pIKM TpOrpaMMHUPOBAHUS (Cranzapr MDK 61131-3)

[entpanbHbIit Iporieccop Cortex™-A9 Core 1.0 Ghz

OOBeM omepaTUBHON MaMSTH (THIT ITAMSITH) 512MB (DDR3 RAM)

Tabauna 2.1 (OkoHUaHUE)

HanmeHoBaHMe XapaKTePUCTUKHU 3HauyeHue

OO0BeM PHEProHe3aBUCUMON TaMATH OOIIUH (TUII TAMSTH ) 4(8) GB (eMMC)"

O6BeM PHEPrOHE3aBUCUMON MaMSITH AOCTYITHO MOJIb30BATENI0 (TUI
TaMsTH)

3,2(7.2) GB (eMMC)"

1 (HacTpauBaeTCsi B OCHOBHOM 3aj1aue)
1O MasterScada4D.

— nepxarens CJ-kapThl

BpeMH BBITIOJIHCHUS ITYCTOI'O IUKJIa, MUJIMCECKYH/]

HOHOHHHTGJ’ILHOC O60py,HOBaHI/16 — YacChbl p€aJiIbHOI'0 BPEMCHU
— JJICMCHT ITMTaHUs.

KonuuectBo untepdericop RS-485 4
KonuectBo unTepdeiicor Ethernet 1
KonuuecTtBo untepdetricop USB 1
KonmvecTBo oTinagoynbix nHTEpdeiicoB RS- 232 1
/{nama3oH HaNpsKeHUs TuTanus, B ot 10,2 1o 28,4 mOCTOSHHOI'O TOKA
[loTpebnsiembIii TOK, MA!:

— TpH HanpsbkeHuW nutanus 12 B He Oonee 260

— IpU HanpsbKeHuH nurtanus 24 B He Oonee 140
Kosm4ecTBO BXO/IOB MUTaHUS 2
Jmamazon Temmeparyp, °C ot munyc 40 1o +55
Crenens 3amuTsl 000104y o I'OCT 14254-96 1P30
Macca KoHTpoJIIepa, KT He 6onee 0,3
["abapuTHBIE pa3Mepbl KOHTPOIUIEpa, MM 156x107x39
Bpemst HenpepbIBHOM pabOThI KOHTpOJLIIEpa KPYIJIOCYTOYHO

Cpenfsast HapaOOTKa KOHTPOJIEPA HA OTKA3 B IEKYPHOM PEKUME
pea p TpoLIep JICKYPHOM P He menee 80000

paboTHI, 4

BeposiTHOCTh 0€30TKa3HOM PadOThI 0,98758
CpenHuii CpoK CIIy>KObI KOHTPOJLIEPA, JIET 10
BpeMst TeXHUIECKO TOTOBHOCTH KOHTpOJUIEpa K padote, ¢ He Oonee 30
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MHycTpUagsHbIE paJUoIIOMEXH, CO3JaBaEMble KOHTPOJIEPOM 10
COCT P 51318.22 (CUCITP22—2006) mm. 5.1, 6.1

HC HMKC TpeTLCﬁ CTCIICHU JXECTKOCTHU

'Y cToiunBoCTh K MexannueckuM BozaercTusaM mo OCT 25 1099-83

Kareropus pazmemmenns 03

'Y cTOHYMBOCTE K KIIMMaTH4ecKuM Bo3aeiicteusaM o OCT 25 1099-83

Hcnonnenue 3

* B 3aBUCUMOCTH OT MCIIOJIHEHHS KOHTpOJLJIEpa

3 KOMIUIEKTHOCTb
HaumeHoBanue Kom:::cmo’ IMpumeyanue

Kontponnep «M3000-T Uucat» ALIIP.421455.003 1

KommnexT 3anacHbIX 4acTei U

npuHamnexuocrei (3UII):

Mypyn 1-3x25.016 TOCT 1144-80 3

Hrobens 6x30 3

Bunt-camopes 2,2 x 6,5 om. DIN 7982 1

«M3000-T Uucar» AIIJIP.421455.003 P3. PykoBOACTBO MO AKCILTyaTallMU 1
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4 KOHCTPYKIUSA, MOHTAX, IOAK/JITIOYEHUE

4.1 Mepbl 6€3011aCHOCTH
Mepbi 6€30MTaCHOCTH MTPH MOJTOTOBKE U3IEIIHS:

— KOHCTPYKILIMS KOHTPOJUIEpA YAOBIETBOPSET TPEOOBAHUSAM AJIEKTPO- U MOKAPHOU
oe3omacuoctd o 'OCT 12.2.007.0-75 u I'OCT 12.1.004-91;

— KOHTPOJUIEp HE UMEET LIeMel, HaXOAIIMXCS O] OTIACHBIM HAIPSKEHHUEM;

— KOHCTPYKIIMSI KOHTpOJUIepa 00ECeunBaeT ero noxapHyr 0e30macHOCTh B aBapHIHOM
pexume paboThI U MTPU HAPYIIICHUH TIpaBuiI dKcrutyaTanuu corjaacHo ['OCT 12.1.004-91;

— MOHTaX, YCTAaHOBKY, TEXHUYECKOE 00CITYKMBAaHUE MMPOU3BOAUTD MIPH OTKIIOYCHHOM
HANPSHKEHUU MUTaHUS KOHTPOJILIepa;

— MOHTaX U TEXHUYECKOE 00CITyKMBaHUE KOHTPOJLIEPA JOJKHBI IPOU3BOIUTHCS JIULIAMHU,
UMEIOIUMU KBaTHU(UKALMOHHYIO IPYIITY 110 TEXHUKE 0€30MaCHOCTU HE HUYKE BTOPOIA.

4.2 KoHcTpyKuus
BHenrHuii BU KOHTpOJUIEpa, a TakKe rabapuTHBIE M yCTAHOBOYHBIC pa3Mepbl KOHTPOJUIEPA TTOKa3aHbI

B [Ipunoxxenun A.

4.3 MoOHTaK KOHTPOJLJIepa
MoHTaX KOHTpOJUIEpa MIPOBOIUTCS CICIYIONIMM 00pa3oM:

— KOHTPOJUIEpP YCTaHABJIMBAETCS HA CTEHAX WIN APYTUX KOHCTPYKLHAX OXPaHIEMOI0
MIOMEIICHUS B MeCTaX, 3allUIIEHHBIX OT BO3AEHCTBHSI aTMOC(HEPHBIX 0CAJIKOB U MEXaHUUYECKHX
MOBPEKICHUH;

— 3aKperuIsgeTcsi KOHTPOJIJIep Ha CTeHe B yA0OHOM MecTe. Eciiu KOHTpoiep ycTaHaBIMBAaeTCs
B HEOXPaHIEMOM IIOMEILLIEHNH, PEKOMEHIYETCS YyCTaHABIMBATh €r0 HAa BEICOTE HE MEHee 2,2 M OT 10J1a;

— MOHTaXX KOHTpoOJuIepa pou3BoauTcs B coorsercTBuu ¢ PJ1.78.145-92 "lIpaBuna
IIPOU3BOJICTBA U MPUEMKHU PaOOT. Y CTAHOBKM OXPAaHHOM, OXKApHOW U OXpaHHO-TIOXKapHOU
CHTHaJIM3aluuu";

4.4 TloakJIl0YeHHe KOHTPOJLIepa
4.4.1 CxeMa BHEIIHHUX MOJKIIOUYEHUN MpUBEEHA B PUIOKEHUH b.

4.4.2 Tloaxmrouenune TMHUN uHTEpdeiica RS-485.
JUist MOAKITIOUEHHSI K CEeTeBOMY KOHTPOJIIEPY [0 MarucTpaibHoMy uHTepdeiicy RS-485 neodxoaumo:
a) koHTakTHl "A" 1 "B" moIk/I0UnTh COOTBETCTBEHHO K NHHUAM A u B nntepdeiica RS-485;
6) moakrouuTsh 1ens "0B" KoHTposulepa K aHAJIOTUYHOM LIeNH MPEeAbIIYIIero U
MOCJIEAYIOLIETO KOHTPOJIIEPOB B Maructpainu RS-485 (ecinu KOHTpoOIUIephl MOAKIIOUEHBI K
OJTHOMY UCTOYHUKY MUTAHUS, TO ITO JIeJIaTh HE 0053aTENbHO);
ITpu npoxnaake nposoja uuTepgeiica RS-485 pexoMenayeTcss COEAUHATH KOHTPOJUIEPHI "B IETTOUKY".
Ecnu u3 xakux-1160 coobpakeHuil TpedyeTcs caenaTh OTBETBICHUE 3HAUUTEIbHOM MPOTSHKEHHOCTH
(6onee 50 m) ot oOmieit maructpanu RS-485 (Hanpumep, /Ui yMEHbIIEHUS JUTMHBI Ka0elist), TO B MeCTe
OTBETBJICHUS] PEKOMEHIyeTCs yCTaHOBUTH MOBTOpHUTENH HHTEp(detica "C2000—T11".
4.4.3 BxiroueHne KOHTPOJLIEPA.
Ilepen nomaveil muTaHUs HA KOHTPOJUIEP CIEAYET MPOBEPUTDH TPABUIIBHOCTD MOJKIOYEHMS
HaIpPSDKEHUS U €r0 YPOBEHB!
— npu HanpsbkeHuu Hiwke 10 B pabora koHTposiepa He rapaHTUpyeTcs: (KOHTPOJLIep MpeKpaaeTt
(YHKIMOHUPOBATH, OIHAKO, U3 CTPOS HE BBIXOIUT);
— IIpY NPEBBIILIEHUY HANPSKEHUS TUTaHUS ypOBHS 26 B BO3MOKEH BBIXO/ KOHTPOJUIEPA U3 CTPOS.
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[Ipu nogaue na [IJIK HanpskeHUs: MUTaHUS JOMYCTUMOIO Mara3oHa Ha JIMIIEBOW CTOPOHE KopIiyca
3aropaetcst uHaIuKarop «Pabdotay.

5 OIIMCAHUE U PABOTA U3AEJIUSA

5.1 CBeroBass HHAUKALMSA
KoHTposiep ¢popmMupyer BU3yalibHbIC CUTHAIBI HAa CBETOBBIC HHIUKATOPHI (CBETOIUO/IbI),

PacIoJIOKEHHBIC Ha JIUIIEBOM MTaHEIH, OTPAXKAIOIIUE COCTOSIHUE KOHTPOJUIepa U €ro HHTepencoB.
W3BenieHus1, BbIIaBaeMbie Ha CBeTO M0 1B "PaboTa" u cBeToIMoapI HHTEP(DEICOB KOHTpOIIepa
npuBeeHbI B Tabmumax 5.1 u 5.2 COOTBETCTBEHHO.

Taoauna 5.1 — Ceeronuox «Padoray

CocTosiHre KOHTPOJLJIepa Conep:xanue u3BemeHUs

PaGouwnii pexnm NHaukatop BKIIOUEH

Ta6auna 5.2 — Ceeroauno el nHTEpPEicoB

CocTosinne unTepdeiica KOHTPoJLIEPa Pe:xxnm cBevenus
[lepenaua makera Ha nHTEpdeEiice MuraeT 3enEHbIi
[Tpuém nakera Ha uHTEpDEiice Muraet KenTbiM

5.2 loak/JII0YeHNEe KOHTPOJLIEPA K KOMIBIOTEPY
[TonkmroueHne KOHTPOILIEpa K KOMITBIOTEPY MPOU3BOIUTCS C UCIIOIb30BAaHHEM:
— wunrepdeiica RS-232-D no COM-nopty co cneayrommmu Hactpoiikamu: 115200, 8, N, 1;

— wu no cetu Ethernet nporpammamu «HyperTerminaly, «PuTTY» uiau ux aHamoramu.

BHUMAHMUE!!! Jlorunsi B LiNUX-KOHCOJIH B BeOKOH(UTYpaTOpe pa3HbIe.
JloruH nonp30BaTelIs IO YMOIYAHUIO: «00ty.

[Taposs moJIB30BATENs 10 YMOTYaHHIO: «P@SSWOrd1234».
I[To nanHOMY HHTep(eiicy npeaocTaBIsieTcs A0CTyI K LinuX-koHcoH.

5.3 Hacrpoiika KoHTpo.LiIepa yepe3 Opay3ep
Hactpoiika konTponepa yepes Opay3ep Mpou3BOAUTCS 3aMKCHIO B aIpeCHOM CTpoKe Opay3epa

xomantoi Buaa: http:// ip_device/bolid_web_cfg/, rue «ip_device» — tekymiumii ceTeBoit aapec
KoHTpoJuiepa (mo ymonuanuto 192.168.0.50).

[Tocnie BBIMONHEHHS ATOW KOMaHABI (TIpU MPSIMOM TIOAKIIIOYEHUH ¢ HacTpolikamu IP-aapeca
kouTposuiepy IIK IP-ampec: 192.168.0.1, macka moaceru: 255.255.255.0) mosiBisieTcss OKHO BBOAA
napoJisi, npejacrasieHHoe Ha Puc.l.

CrpaHnna 10cTyna K ceTeBbIM HACTPOIIKaM H3MEHUJIach!!!

Jlorun mpu Bxojae uepe3 Opayszep: «adminy» (B mpensiaymieil Bepcuu ObL1 «ro0t»), mapoib
TI0JIB30BATENS IO YMOTYaHUIO: «P@SsswOrd1234y.
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- - -
=
Bonwg sasoackoil ¢ npoTokoaan X | Benmunauwa Boang koney 2018 1 X | Bonng sasoackoif € npoTokonan X E M3000-T X _
L4
o @« O
x

C @ Heszawwwero | 192.168.0.50/bolid_web_cfg/

MepeBecT 3Ty CTPaHWULYy?

M3000-T

5/n 333-444-555-7

Pucynok 1. OxHo BBOJA maposis

5.3.1 Crpanuna «Ilons3oBarenm»
OOwuit BU cTpaHUIlbl IPEACTaBIeH Ha pucyHke 2. CTpaHula peHa3HaueHa Uil 100aBIeHus u

YAaJieHus MOJIb30BaTEIICH.

.
¥ Boama 3aBoACKOi € npoTokoaan X B M3000-T x + | = 2
B oo O

< C A Hezawweno | 192.168.0.50/bolid_web_cfg/users

M3000-T
SSL ceprucpukatel  HacTpolku Epemedn  CepeBucHoe oScnynxmBanue  MWHcpopmauws

s/n 333-444-555-7 Monesoeatenn HacTpo#ku ceth

CHCTEMbI BE3ONAGHOCTH

[Nonb3oBarenu

MobasuTe nonb3ceatens

admin

Pucynok 2. Ctpanuna «llonb3oBaTenmy»
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5.3.2 Crpanuna «HacTpoiiku ceTm»

OO0muii BUJ cTpaHUIlbl IpeicTaBieH Ha pucyHke 3. CTpaHuiia pa3aeneHa Ha 4 Bkiaaku: «O0muey,
«Ethernety, «USB-modem» u «WiFi». [TapameTps! Bkiaaku «O01muey onucansl B Tabdsmie 6,
napameTpsl BKiaaaku «Ethernet» - B Tabnuue 7, mapamerpsl Bkiagka WI-FI - B tabmurie 8.
OOmuit BUJ CTpaHHUII MPEJCTaBICH Ha pUCYHKaX 3, 4, 5 1 6 COOTBETCTBEHHO.

Bonua sasoackof ¢ npoTokonsn X 5] M3000-T % W T— J o — o
»
& C A Heszaumueno | 192.168.0.50/bolid_web_cfg/network B oo r O

M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn HacTpolikk ceTh  SSL cepTdpMKaTel  HacTpoikv BpeMEHH  CepBHUCHOE OGCNyMMBaHWE  MHGOpMaLmMA

HacTpoiiku cetn

Obwme Ethernet usb-modem WiFi

WmA ycTpoicTea: bolid-m3000t

3anucate

(€ [l &[] ]e | %a]] R

BlEc[Zo e
Pucynok 3. Hactpoiika cetn

Tabnuua 5.1. Onucanue napaMeTpoB HACTPOUKH ceTH, BKIaaka «O0mue»

Braagka «O0mmue»

HasBanue napamerpa 3Ha4yeHne M0 YMOJYAHHIO Onucanue

Wwmst yerpoiicTBa bolid-m3000t Hostname ycrpoiicTBa
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I a])
Bonug sasopckoil c npotokonan. X [E] M3000-T x W 4 - S o —— =

< C A Hezawueno | 192.168.0.50/bolid_web_cfg/network B o~ %+ O

M3000-T Bz

CHCTEMBI BE3ONACHOCTH sin 333-444-555-7 MNMonbsoBarenn HacTpoiikn ceTw  SSL cepTmgMKkatsl  HacTpoiiku EpeMeHM  CepBMCHOE O6CNYXWBaHWE  MWHpopMauma

HacTponkun cetu

Oobwue Ethernet usb-modem WiFi

MAC: F8:DC:7A:11:C9:4C
Craryc: paboTaeT U NepenaéT aaHHble

PaboTaloliMe HacTPORKK:

Cnocob HacTpoiku BpyuHyto v Bpyutyio 5
Anpec 192.168.0.50 192.168.0.50
Macka ceTun 2552552550 2552552550

LUni03 no ymonuaHuio:

DNS Cepeepa: DNS Cepeepa DNS cepeepa

3anucate [NpeunTate

(€ [ZlB]loi]™]e ] o - oo 8,

BEo] .o e

Pucynok 4. Hactpoiika cetu, Bkiaaaka «Ethernety

Ta6muma 5.2. Onucanue napaMeTpoB HACTPOMKH ceTH, BKiIaaka «Ethernet»

Braaaka Ethernet

HasBanue nmapamerpa 3Ha4YeHHMe 0 YMOJIYAHHUIO Onucanne

Crnioco0 HacTpoiku Bpyunyto Crnoco0 3ananus |P-aapeca,
MacCKH U ILTI034.
Bo3moxHbIe 3HaYCHHS:

¢ BpydHYIO

e DHCP.

OcranbHble MapaMeTpsl JOCTYIHBI 7S pEIaKTUPOBAHU TOJIBKO B CIydae, €ClIM yKa3aH Croco0
HacTpouku «BpyuHyro»

Anpec 192.168.0.50 IP-anpec koHTpoJLIEpa
MAC ITpucBauBaercs YHUKaIbHBIA UACHTU(DUKATOP
IIPOM3BOIUTENIEM KOHTpoJuIepa. 3HaYeHHe He

penakTupyercs

Cratyc Craryc KoHTposiepa 3HaueHue HE PEAAKTUPYETCS.

Macka ceTtn 255.255.255.0 Macka JIOKaJIbHOM CeTH

[1I1:03 M0 YyMOJITYaHUIO - IP-anpec nuto3a, yepes
KOTOPBIN OCYLIECTBIIAETCS
JIOCTYH B MOJICETh

DNS cepgepa - IP-anpeca DNS-cepBepos
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Ha sxnaoke «Ethetnety napamempuor pazmewenot 6 08yx obracmsx: 6 oonacmu cnpasa
omoobpadcaromes Hepedakmupyemvie mexkyuue HACMmpouKu, Komopvie pabomarom 6 OAHHbIL MOMEHM
epemenu (pabomarowue Hacmpouxu). B obnacmu crneea napamempol KOHDUSYPAYUU MOHCHO
USMEHAMb. Dmu napamempuvl NPUMEHAIOMCA NOCIe HAXCAMUs HA KHONKY «3anucamby.

| EDTARSEONPC NS =] 11000-T % M P N B T
& c A Hezawmueno | 192.168.0.50/bolid_web_cfg/network Bl o +r e

M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn HacTpolikk ceTh  SSL cepTdpMKaTel  HacTpoikv BpeMEHH  CepBHUCHOE OGCNyMMBaHWE  MHGOpMaLmMA

HacTpoiiku cetn

Obwue Ethernet usb-modem WiFi

MAC

Cratyc: HeT ycTpOACTEA ANA OAHHOTO CoeanHeHHA (B yacTHoc T HeT WiFi anantepa unu nponemel ¢ apanBepom)

PaGoTalolme HAaCTPOrKK

Cnocod HacTporku DHCP v DHCP v
Apnpec:

Macka cetu

LLnio3 no ymonuaxuno

DNS Cepeepa DNS Cepeepa DNS cepeepa

Janucars [NpeunTars

BlEc o e J[e[2lu]o]™]e[&]T]

Pucynok 5. Hactpoiika cetu, BKiaaka «ush-modems
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-

) Bonug 3asoackoli © npotokonan X B M3000-T

x |+ - -

« C A He zawmweno | 192.168.0.50/bolid_web_cfg/network

CHCTEMbI BE30NACHOCTH

s/n 333-444-555-7

M3000-T

MonessoBaTtenn HacTpolkk ceTh  SSL cepTdMkatel  HacTpoiku BpemeHn  CepEWcHOe oScnyxneaHne  MHOpmauma

HacTpoiku cetn

Obwme Ethernet

Peum paboTel:

SSID

BezonacHocTe:

MNaponb

Kanan

HacTtpoiiku ipvd =

Cnocofb HacTpoRKK

Anpec

Macka ceTu:

LLIno03 no ymonuaHuo

DNS cepeepa

DHCP-cepeep: ® Bkn

[uanaacH Ip

172.20.0.50

usb-modem WiFi
Touka gocTyna v PexumM paboTbl:
Bolid-C3000Hub Cratyc
WPA2-PSK v
o WiFi apantep:
1 YpOBeHb cUrHana
SSID:
Bpyuryro M Be30NacHoCTL:
1722005 HacTtpoiiku ipvd -

2552552550 Cnocob HacTPOWKK

Appec:

DNS cepeepa Macka ceTu:

LLIno3 no yMonuaHuio:

DNS cepeepa

OBHoBUTL

- 172200756

Touka gocTyna

HET YCTPOCTB& ANRA AaHHOro
coefinHeHUR (B yacTHocTw HeT WiFi
afanTepa unu npobnemsbl ¢
npaiisepom)

Bolid-C3000Hub

WPA2-PSK Kanan: | 1

BpyuHyta v

17220.0.5

255.255.255.0

DNS cepeepa

BEC| .o e

€2 lB]lo]™]e =

16:49

i | T

05.03.2019

Pucynok 6. Hactpoiika cetu, Bknaaka "WI-FI"

Tabnuua 5.3. Onucanue napaMeTpoB HACTPOIKHU ceTH, Bkiaaka « WI-FI»

Braaaka WiFi

HasBanue napamerpa

3HayeHHe 0 YMOJYAHHUIO

Onucanue

Pexum paboTsl

Touka nocrymna

Pesxxim pabotsr Wi-Fi
Bo3moskHbIE 3HaUEHUSA:
e BBIKIIFOYEHO

e Kiuwnenrt
e Touka gocrymna

SSID Bolid-C3000Hub Wnentudukarop cetn
(Ha pUCYHKE TIapOoJib CKPHIT)
be3omacHoctn WPAZ2-PSK Tun 6e3omacHOCTH

OecrpoBOTHOM CEeTH
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[Tapons

C3000hub-cepuiinbrii HOMEp
npudopa (OyKBBI JTATHHCKHE)

[Tapoms 1715 TOIKITIOUSHUS K
OECTIPOBOTHOM CETH

Kanan

1

Howmep kanana WiFi

HacTtpoiiku ipv4

Crnioco6 HacTpoiku Bpyunyto Tun 3amanus IP-agpeca, macku
CeTH, LIII03a
Bo3MmosxHbIE 3HAUEHHUS:
e DHCP
* Bpyunyio
Anpec 172.20.0.50
Macka 255.255.255.0
11mr03 - CeteBbie HacTpoiiku Wi-Fi
(mOCTYIHBI U1 pelaKTHPOBAHHS
Bxu B CJIy4ae €Clid PEKUM padOThI

DHCP-cepBep

Huanazon C 172.20.0.50

yKa3aH «Bpy4dHyo».

Huanazon I10 172.20.0.75

Ha sxnaore « WiFi» napamempuor pazmewenst 6 08yx obnacmsix: ¢ obracmu cnpaga omoopaicaromcs

Hepedakmupyembie meKyuue HACMpPoUKU, Komopsie pabomarom 6 OaHHbILL MOMEHM 6peMenU

(pabomatrowue nacmpotiku). B obnacmu cnesea napamempul KOHGu2ypayuu ModCHO usMeHsasmy. Imu

napamempbl RPUMEHAIOMCS NOCTIe HAXNCAMUSL HA KHONKY «3anucamb)y.

5.3.3 Crpanuna «SSL-ceptudukarsn
OOmuii BUJ CTpaHUIIBI TPEJICTABICH HA PUCYHKE 7.

< C A Heszawvueno | 192.168.66.203/bolid_web_cfg/ss| o B % 6
-
BOLID | -
gg;nmgm M Mglg-gleolea;!,- Monbsoeatenn  HacTpolikk ceTW  SSL cepTngmkatel  HacTpoiiku BpemeHn  CepBMCHOE oGCnyXmBanue  MHdopmauun
SSL CepTtudchukathbl
CamMonoanucaHHeIA cepTUdnKaT 3anpoc Ha cepTudpukar 3arpy3uTe cepTudmnKaT YCTaHOBMNEHHLIA
BuTHocTe RSA knioua 2048 v ip anpec

Wma ceptudpurara (CN)

CrpaHna (C) 192.166.66.203
ObnacTe unu pernoH (ST)

lopog (L)

Hazeanue opranusauymum (O)

KoHTakTHui e-mail agpec (emailAddress) dns vmAa
HazeaHwue o1ena opraHuzauyumn (OU)

Bpema gercTteua

Cpok AenCTBUA CepTudbukarta (AHW) 365
Hauano 07.02.2019 s o
Kowney 07.02.2020

CreHepupoBatk

e _ -  ga— —— = STl T T e e W Wl 0 B a—
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Pucynok 7. Ctpanuna SSL ceprudukars

Jlst oGecniedeHust KpUnrorpaduaeckoi 3anuThl TepeaaBaeMoro Tpaduka (a TakKe ayTeHTUIHOCTH
npubopa, 3anmra ot arak «YeroBek mocepeIMHe») B KOHTPOILIEPE MPEAyCMOTPEHA BOZMOKHOCTh
YCTaHOBJICHHS 3alIUIIEHHOTO CoeauHeHus mocpeactBoM mpotokona HTTPS/WSS (HTTP mosepx
TLS/SSL). lns pabotsl Tpedyercs HacTpoiika PKI (ycraHOBKa cepTH(HHUKATOB), a TAKKe BKIIOYECHUE
Oe3omacHOro coenuHeHus Ha BKiIaake «CepBrucHoe oOcmykuBanue/[Ipoure HacTpOUKm».

Jlst yctaHoBKH cepTudukara SSL peann3oBaHo 2 CXEMBI:

1. Tenepanus nemnouyku camonoanucaHubix SSL ceptudukaron. [lonxoauTt 1 0MMHOYHBIX
YCTpOHCTB Wi Korjaa HeT uHdpactpykrypsl PKI Ha npeanpusitun.

2. T'enepanms 3ampoca Ha nonydenue ceprudukara (CSR) u mocnemyronuii ummopt SSL
ceprudukara. JJaHHBIA MEXaHU3M MMOAXOUT JUIS MPEIIPUATHH, Y KOTOPBIX €CTh pa3BepHyTas
nnppactpykrypa PKI u Tpebyercs, 4To0bI cepTudUKaT yCTpoicTBa ObLT B IIETIOUKH TOBEPUS
TPEIIPUSATHSL.

Bce onepanuu ¢ cepTrudukaTaMu peKOMEHIyeTCsl TPOBOJIUTh «HA CTOJIe» B O€30MacHOi cpelie (4TOObI
UCKJIFOUUTh BMEIIATEIhCTBO H3BHE).

W3 koHTpoOJUIEepa HE MPETYCMOTPEH IKCIOPT 3aKPHITHIX KIFOYEH CTaHIAPTHBIMH CPEIICTBAMHU.

[Tpu 5TOM BO3MOXKHO CKayaTh KITFOY C UCIOJIb30BaHUeM mporpammbl PUTTY, 6o ¢ ucmoib30BaHHEM
J0cTyna 1o npotokoiny FTP. BHyTpu KOHTpOIiepa KIFUM paciooXKeHbl B (painax
etc/bolid/ssl/cert.pem - nemouka cepTrduKaToB

etc/bolid/ssl/private.pem - mpuBaTHBIH KITHOY.

Jl1is paboThl AOITycKaeTcs UCMOIb30BaHKEe TOMBKO RSA Kirouei.
5.3.2.1 I'enepanusi caMOIIOAIUCHOTO CEpTH(HUKATA.
I'eneparnus ceptudukara ocymecTBiseTcs Ha Bkiaake «CaMOnoAMUCaHHbIi cepTUudHUKaT
UToObI CreHeprpoBaTh CAaMOMOIMMCAHHBIN cepTU(HUKAT, HEOOXOIUMO 3aTIOTHUTH MapaMeTPhl
cepTu(duKaTa B COOTBETCTBUE C Tabnuiiel 4.
OO0s13aTeNnbHbIE TApaMeTPHhI TSI 3aTOTHEHHUS:

e burtHoCTh KiTto4a mudpoBanus (noctynHele 3HaueHus: 1024, 2048, 4096);

o |P-agpec unu DNS-ums (MOXeT ObITh HECKOJIBKO);

e (Cpoxk nelicTBus cepTudukaTa B THAX.
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[Mocne 3anonHenus 3Tux napamerpoB (Cm. PrcyHok 8.1) mocTaTouHO HaXaTh KHOIKY
«CreHepupoBaTb»

CHCTEMbI BE3ONACHOCTH s/n 3:

Mone3oBaTeny HacTpoWkM ceTH  SSL cepTdMkaTel  HacTpoiiku BpemeHM  CepencHoe oBcriyxueanne  MHgopMaums

SSL CepTudumratsl
J CamonoanucaHHbIR cepTHdukaT || 3anpoc Ha cepTudukar || 3arpyauTb cepTudbukar H YCTaHOBMEHHBIi ‘
1
ButHocTe RSA knioua || 2048 I '| - ipagpec
Wma ceptudnkata (CN) | | | | 2
Crpata (C) | | 192.168.0.50

0bnacTs unu pervmoH (ST) | |

[opoa (L) | |

HazsaHue opraHuaaumm (O) | |

KoHnTtakTtHeiid e-mail anpec (emailAddress) | | ~ dns umAa

HazeaHue oraena opraHuzauum (OU) | | |

~ Bpemn peicTBUA .3
Cpoxk gedcTena ceptudmkara (oHu) 365 \
Hauano | 22032019 & | m )
KoHey | 21032020 =]

4

Crevepuposars é/—-

EN . |l. t‘ i)

Pucynok 8.1 OkHO TeHepanuy caMoIOANMCaHHOTO cepTU(UKaTa ¢ MUHUMAaIbHBIM Ha0OpOM
3aI0JTHEHHBIX MTOJIEH.

Y Ha 9KpaH Oy/eT BBIBEJCHO coobIeHne o renepanuu ceprudukara (Cm. Pucynok 8.2)

BeinonHAeTcA onepauuA

WOeT reHepauna cepTudpukaTa

ﬁ

Pucynok 8.2 CooOmienue o reHepanuy cepTuukara.
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MocJjie TeHepalnuu CePpTH(HUKAT TPUMEHSIETCS aBTOMATHUECKU. T0 €CTh, IPOMCXOIUT YCTAHOBKA
ceprudukara B Be0-cepBep u Ha mpotokos JSSON RPC. Jloxaurech MOSIBICHUS COOOIICHUS O TOM, YTO
ceprudukar npumenéx (Cm. Pucynok 8.3).

Bonva ssscaciai nperewsmell X | [ M000-T P « I+ Y ) |
v
&« @ @ Hezawpuexo | 192.168.0.50/bolid_wab_cfgy/ss| B oo % O
M3000-T e
GUCTEMbI BE30NACHOCTH S/n 333-444-555-7 Monssoeatenu HacTposiki ceTw  SSL cepTudukatel  HacTpoiiku Epemesu  CepencHoe oScnywmeanue  Usdgopmaums
SSL Ceptudgukathl
CamonoanucaqHeIi cepTUdMkat 3anpoc Ha cepTudukar 3arpyauTs cepTuchuxar YcTaHOBNEHHBIA
CepTumkar npuMeHeH.
BuTHOCTE RSA kmtoua 2043 v ip anpec

Wmna ceptudhmikara (CN)
CTpana (C) 192 168.0.50
ObnacTs Uni perox (ST)
lopon (L)
HazeaHne opranuzaumnm (O)
KonTakTHbli e-mail anpec (emailAddress) dns uma
Ha3saHue otiena opraHu3ayuu (OU)
Bpema nercTena
CpoK OeACTBUA cepTudnkara (oHu) 365
Hauano 22.03.2019 i3 m

Kowney 21.03.2020

CreHepHpoeaTth

| EERCRCONER Y A E [T o e

Pucynok 8.3 CoobuieHne o mpuMeHEeHHH cepTUUKaTa.

Jlanee MOXHO BKJIFOUHTB JOCTYI K KOHTposuiepy 1o nporokosry HTTPS Ha Bknaake «CepBucHoe
o0ciTyKMBaHHE» (HaJIMUUe IPUMEHEHHOTO CepTH(HKATa — 003aTeIbHOE YCIOBHE PaOOTHI MO
nporokony HTTPS).
ITpu OTKPBITUHU CTPAHULIBI C HOBBIM CEPTU(HUKATOM, HEOOXOJUMO 100aBUTH €T0 B JJOBEPEHHBIE B
Opay3epe.
Nmmopt ceprudukaros B OC Windows.
B onepannonHoii cucteme cemelictBa Windows npeaycMOTpeHO Ii100alIbHOE XpaHHITUIIE
cepTu(UKaTOB. DTO XpaHWIHIIE UCTTONBL3YIOT Opay3epsl Chrome, Opera, MS Edge, MS
InternetExplorer. Jo6asnenue cepmugpuxama onsn o6paysepa Mozilla Firefox, onucano omoenvho.
Jlnst umropra cepTurukaToB HEOOXOJUMO:

1. Tlepeiitu B BeO-unTepdeiice Ha cTpaHuIy «Y CTaHOBICHHBII» Prc. 9 M HaXaTh KHOMKY

«Ckavatp»:
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M300

CHCTEMbI BE3ONACHOCTM s/n M3000-T Release. Monb3zoBarenn HacTpoiKkM ceTM  SSL cepTukaTel  HAcTPoOMKM BpeMeHW CepBHUCHOe oGCnyuBaHHe  MHgOpMaumMa

SSL Ceptudumkatol

CamonoanucaHHeli cepTudmkar 3anpoc Ha cepTudpukar 3arpy3uTe cepTudukat YCTaHOBNEHHLIA

Certificate: - Cravatb
Data
Version: 3 (0x2)
Serial Number: Cﬁpccwn,
af.dcaf54:54:9¢:61.66
Signature Algorithm: sha512WithRSAEncryption
Issuer: CN=Root CA M3000-T SN:M3000-T.Release.
Validity
Nect Before: Feb 7 00:00:00 2019 GMT
Not After : Feb 7 00:00:00 2020 GMT
Subject: CN=192.168.66.203, CN=Web Server certificate M3000-T SN:M3000-T.Release.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key (2043 bit)
Modulus
00:be:37:08:23:05:6% ed 6f af fb-ed:8b:44:e5:
2e:4c:d2:c1:Gafd:78:35:f2a0:2b: 3c:11.6d:5d
al:00:fe:ac:55:ea:eb:e1:77:55:00:bc:c6:92:5c
a0:5a:a5.ee:64:62:26:69:10:df.ac:5b-fo:ff.d2
186:f0:b7:6¢c:4b:20:30:ee:a8:d4 ac fa:4c:74:35
3e:87:cc:63:a2:14:05:22:7¢:26:b8:71:c1:a5:35
99:99:de:5a:4b:61:8¢:f3:1e:64:03:02:29:27:11
69:36:cf.34:10.6d:22:5¢:f2:24:d0:ea:72:0b:01:
51:42:c0:d3:20:9a:6e:ea:71:1d:f1:ab:d9:bd:be:
10°be:Te:40:24:24:be:b5:39-9f fore2:a8 64T
52:85:6acd:fb:51:70:ba:14:87.67:8b-aa:4c 48:

e | e e—] — = — Ty T T s W W = 0 —— T B | a—

Pucynok 9. CxaunBanue Qaiina nenoyku cepTuuKaToB

2. TlepetitTi B manky 3arpy3ok Pucynox 10 u KIMKHYTH J1Ba pa3 JIEBO KHOMKOM MBIIIH 110
CKadaHHOMY (haiiiy.
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.
|

C & Chrome | chrome://downloads * O
CkavaHHbie hannbi Q, Mckatb B ckauaHHbix dainax H
Cerogxsa
¢3000Hub.p7b X

blob:http://192.168.66.203/fd63f985-b41b-4409-bdb7-6be4bfd40dc2

Moka3saTs B nanke

21 man 2018 r.

journal.txt X

blob:http://192.168.66.205/46340285-2¢c88-483d-bda1-8b6661f80b90

MokasaTb B nanke

e _ T E—__ pap——mm = T =Vl T Tl camam Tl el il el T — T

Pucynok 10. [Tanka 3arpy3ok

OTKpoeTcst OKHO CO CITHCKOM co/iepKamuxcst B HEM ceptudukaros Puc. 11.:

r — —
& certmgr - [Ceprud - Tekywi noAsso A :\USERS\KUZNUSOV\DowNLOADS\CMHUB.WH\cEWm__
Paiin  fdeiictene  Bug  Cnpaska
| = |rE cl=H |
Eﬁ C_ePT“¢“KETb‘ - TEKyLUMI Nonb3oBaTent KoMy BblaaH = Kem Eblgan Cpok geiictens  HasHadenun ma
4 [ CAUSERS\KUZNETSOV\DOWNLOADS\CI000HUB.PTE || /10, 0t CA M3000-T SN:M3000-T.... Root CA M3000-T SN:M3000-TRe... 07.02.2020 <Been <Her>
I Cepmneam 5] Web Server certificate M3000-T ... Root CA M3000-T SN:M3000-T.Re... 07.02.2020 Mposepka nogni..,  <Her>
q m 3
Kpanmnnwge CLUSERS\KUZMNETSOVADOWNLOADS,C3000HUB.PTB cogepxut 2 ceptudukaros.

Pucynok 11. Cniucok cepTuukaToB, XpaHsmuxcs B ¢aiisie 1ernoyku cepTUPUKATOB

3. B crnucke ceprudukaroB BeIOpaTh cepTUUKAT, HAUMHAIOIIMICSA ¢ cuMBoJioB «Root CA...»
U IIEJIKHYTh [0 HeMy JiBa pa3za. OTkpoercs okHO (Puc. 12), B KOTOpOM HYKHO HaXKaTb
KHOTIKY «Y CTaHOBUTB CEPTH(PHUKAT»:
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Ceprudmkar @1

Obwme |Cu::ras | NyTe CEDTHWKEUH”|

@ﬁ Ceegennn o cepTmpuKaTe

HeT QoBEpHA K 3TOMY KOPHEBOMY cepTwhHKaTy
UeHTpa cepradmKaym. Yrobm sxnounTe gosepne,
YCTAHOBHTE 3TOT CEPTHDMKAT B XPaHWIHLLe
AOBEPEHHBIX KOPHEBRIX CEpTWIMKATOB LWEHTPoB
CEpTHhHKE LW,

KoMy BeIgan: Root CA M3000-T SM:M3000-T . Release,

Kem Bigan: Root CA M3000-T SM:M3000-T.Release.

Aencrenrenen ¢ 07, 02, 2019 no 07, 02, 2020

[ ¥CTaHoBMTE CEFlTHd:HK.ET. " ] 3aABNEHHE NOCTABWKMES

L

Pucynok 12. OkHO ycTaHOBKM cepTUdUKaTa

B nosiBuBmemcs «Mactepe uMIOpTa CepTUPHUKATOB» EPEHTH Ha BTOPYIO CTPAHUILY, HaXKaB KHOIIKY
«Jlanee». BeiopaTh myHKT «IloMecTUTh Bce cCepTU(PHKATHI B BHIOPAaHHOE XPAaHWINIIE» U HAXKaTh
kHoOMKy «O0630p» (Puc. 13).
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F =
MacTep wmnopTta cepTMdMKATOR I&

Macrep nmnopta ceptudmnKaToE

1
P | 3TOT MECTED NOMOrEET KOMWPOBSTE CEPTHMOMKATEI,
F. |
£l ___@_‘, CMMCKM AOBEPKA M CMMCKK 0T 3blBa CEpTUHMKSTOE ©
- NOKANBHOMD AWCKE B XPEHWUMMLLE CEpTMhMKETOE.

CepTUMKET, BeIAAHHBIN LEHTDOM CEPTHHMKELIAN,
ABNASTCA MNOA TEEMHAEHWEM BALWEN AMHHOCTI 1
COAEMHKNT WHBOPMALKD, HEeoBXOAMMYKD ANA 33WMTEI
A&HHBIX MMM YCTAHOBNEHMA SELLMILEHHEIX CETEBRIX
NOAKMKOYEHMA, XPEHUNMIWLE CEpTURMKSTOE - 5T
0fNacTe OACTEMbI, NPEAHAZHAYEHHEA ONA XPaHEHWA
CEPTHHMKETOR,

[nA NpoAoMmKEHNA HEHMATE KHoMKY "danee”,

< Hasan Aanee = ] [ OTMeHa ]

F N
Macrep vmnopra cepTvdukaTce Iﬁ

Xpanwnmue ceprwduraTos
¥pPaHUNULWE cepTUDMKETOE - 3TO CMCTEMHEIE 00NaCcTH, B KOTOpBIX
XPEHATCA CEPTUDMKETHI,

Boibop xpaHunuwLa MokeT ObiTe NpomMseeaed Windows aETOMETHHECKM, MW e
MOMHO YKA38Th PAsSMELLEHME CEPTHMHOMKATE BRYUHYHD.

'a ABTOMaTHYEKH BbIEFIETb XPAHHMNKLWLE Ha OCHOBE TiNa EEFITMEI:IMKETE

(71 MoMecTUTE BCe CEPTMOMKATE B CNEA YHILLEE XPEHUMMILE

nDﬂpDEHEE 0 XDSHWAMLLLSX EEI:ITHEI:IHI\'ETEIB

[ < Hazan ][ Oanee = ] [ OTHMEHA

Pucynok 13. BeiGop xpanumnuia cepruduxaron
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B nmuanorosom oxue (Puc. 14) Be1Opath manky «/{oBepeHHbIE KOPHEBBIE IIEHTPHI CEPTUHUKAITUN U

HaxxaThb «Jlaaee».

-

MacTep wmnopTta cepTMdMKaTOE ﬁ

Xpanwnuwe ceprwihurkaTos

nDﬂDDEHEE 0 XDEHMIMLLEX CEDTUDMKETOR

¥PaHUMKMLLE CEPTUDMKATOE - 3TO CUCTEMHEIE 0BNACTH, B KOTOPEIX
WPEHATCA CEPTUQMKATEI,

Brifiop ¥paHUnWILE MockeT BeiTe MpoKsseneH Windows aBTOMaTHYHECKK, MW He
MOMHO YKE38Tb PAsMELLEHME CEPTHMHOMKETAE BRYHHYIO.

(71 ABTOMATMYECKM BRIBPETE XPAHMMILE HA OCHOBE TWNA CepTHdMKETA
(@) MoMECTWTE BCe cepTUDMKATEI B CIEAYIOWLEE XPEHMIMILE

¥PAHMMMLWLE CEPTUDUKATOE:

ﬂDEFEFIEHHbIE KOPHEBEIE LEHTPEI CEFITMEIZIMKELIHM

[ < Hazan ][ Lanes = ] [ OTmMeHa

[Tocne BrIOOpa XpaHWIIHINA 3aBEPIIUTH UMIIOPT, HAXKaB KHOTIKY «Jlaneey», «"'oToBo» B nosiBuBIIEMcs

Pucynok 14. Beibop xpanunuiia cepTuukaToB

peaynpexIeHNH 0€30M1acHOCTH, HaXKaTh «Jlay, mocie 4yero JOmKHO MOSIBUTHCS 3aBEPILIAIOIIEe OKHO
Puc. 15 c noaTBepkaeHNEM BBIIOJHEHUS! UMIIOPTA.
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r B
MacTep MMnopTa cepTMdMKATOR ﬁ
3aBeplieHne MacTepa MMNopTa
cepTnduKaToB
pr CepTudmkaT GyAST MMNOPTUPOBEH NOCNE HEHETHA
M KHOMKK “ToToBo™,
o Bl yKasaHe! cieayiolmMe NapaMeTpsl:
¥paHUnMILE cepTUdMKATOE, BEIDPaHHOE NoNL30BaTEN
Cogep#aHue
1 ] P
[ < Hazan ][ MoToBO ] [ OTMeHa ] |
b

Pucynok 15. 3aBepuienue ummopra

Wmmnopt ceprudurara Mozilla Firefox Bepcun 57 u Boite s mwiatgopm Windows u Linux.
Ceprudukar OyaeT qob0aBiieH BO BHyTpeHHee xpaHunuiie FireFOX u moHago0uTCs TOIBKO MPH

B3aUMOJICHCTBUU Yepe3 BeO-uHTEpPeiic.
Jliia noGaBieHus cepTuuKaTa Hy»KHO 3aIlyCTUTh Opay3ep U B ocHOBHOM MeHIo (Puc. 16) BeIOpath

yHKT «Hactpoiikm»:
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A IND ¢ =
s[=]

Bo#Tth B8 CHHXpPOHW3aUMIO

~
=
B2 Hosoe okxo Ctrl+N
9 Hoeoe NpUeaTHOE OKHO Ctrl+Shift+P

ﬁ BoccTaHoBUTL MpeaslayLLyi Ceccuio

Macwraé — 100% + £
Mpaeka ﬁ
I\ Busnvorexa >
ﬁ- JNlononHeHwa Ctrl+Shift+A

Exz==f

s Wamennte...

OtkpbiTe dan... Ctrl+0O

COoXpaHnTb Kak... Ctrl+S

B MNeuats..

Q Haiti Ha 31Ol cTpanuue... Ctri+F
bBonswe >
Be6-paspaboTtka >

® cnpaska >

O Boixon Ctrl+Shift+Q

Pucynok 16. Mento nactpoek Mozilla Firefox

B nacrpoiikax (Pucynok 17) BeiOpats pazznen «[IpuBaTHOCTH W 3alIIMTAY, TO/Ipa3iel «3aumTra -
Cepruduxarsi», Haxatb KHONKY «[IpocMoTp cepTuuKaTOB:

&« c o © Firefox  about:preferences#privacy v
£ Most Visited @ Getting Started

.m OCHOBHble ynyuwenws Firefox ans Bcex v kaxaoro. Mbl Bceraa Cnpalumbaem paspeluenms nepes
nosyyeHneM IMUHO HOPMaLK.
N HOMCK ‘/)x‘/m'.mul!w' O NpUBaTHOCTU
B lMpusatHoCTb M v Pa3pelwmTs Firefox oTnpaBasaTh TexHUueckve AaHHble U JaHHble B3auMozeiicteus B Mozilla
3awmra 1 v :
MNoapobHee
~l

AkkayHT Firefox = 2
~ Y Pa3pewurts Firefox otnpaeasTe coobuierva o nageHuax 8 Mozilla [NoapobHee

3auwmnTta
MoaaenbHoe coAepXXnumoe 1 3aluTa oT BpeAOHOCHbIX nNporpaMmm
v BJIOKMpOBaTh ONacHoe 1 obMaHbiBatoLee CoAepXuMoe [loapobree

v bAokupoBaTbh ONacHble 3arpysku

v Tpeaynpexaatb O HEXeNaTeNbHbIX U HETUMYHBIX MPOrpaMMax

Ceptudukarsl
Koraa cepsep 3anpawmsaert MuHbIii ceptudukar

OTNpasAATb aBBTOMATUUECKN

® CnpawwBatb KaXzblii pa3

- 3anpawwsartb y OCSP-cepsepoB NOATBEPXAEHUE TEKYLIEro I MpocMoTp cepTUPMKaToB... I

Moaaepxka cratyca ceptudmkaros

: YCIPOACTBA 3aWmTbl...
Firefox B

Pucynox 17. Oxno Hactpoek "[IpuBaTHOCcTh M 3ammTa" Mozilla Firefox

OTtkpoetcs okHO «YmpaBienue ceprupukaramm» (Puc. 18):

"M3000-T Hucam™ ALIP.421455.003 POn HMsm.2 ALLIP.6820-18 om 01.10.2018 25



YnpaeneHue cepTuduKataMmu X

Bawwm ceptudukarsl NMoan CepBepbl LieHTpbl ceptudukaLmm ﬁpyrue

Y Bac XpaHATCA CepTUhNKaTDI, ChyxXalume ANa MASHTUOUKALIMN CIeaYIOLMX LEHTPOB CepTUgUKaLIM

Wma ceptudukara YCTPOACTBO 3alLMThI ®
aWISeKey g
OISTE WiSeKey Global Root GA CA Builtin Object Token
QISTE WiSeKey Global Root GB CA Builtin Object Token
aWoSign CA Limited
WoaoSign Builtin Object Token
WoSign China Builtin Object Token
Certification Authority of WoSign G2 Builtin Object Token
CA WoSign ECC Root Builtin Object Token

aXRamp Security Services Inc
XRamp Global CA Root Builtin Object Token

MpocMoTpeTh... M3MeHUTL JoBEpUE... WmMnoptupoBats... |2 3KCOopTUPOBaTh... YAaAuTb UNK He AOBEPATH...

m

1

OK

Pucynok 18. Umnopr ceptuduxara B Mozilla Firefox

BriOpate Bkianky «LleHTpbl cepTuukanum», HaxxaTb KHONKY «IMIopTupoBath». B oTkpeIBIIEMCS
JIMaJIOTOBOM OKHE BBIOpaTh 3arpyxeHHbli cepTudukar. Haxxats kHONKY «OK».
[TosiBuTCS OKHO «3arpy3ka cepTupuKaTar:

3arpyska ceptudukara e W - u

BaMm npeanararor 408epATb HOBOMY UEHTPY cepTudmkaumm (CA).

Bbt xoTuTe aosepaTb «C3000-Hub Sn: XXXXXX Root CA» ana creayrowmvx HasHaueHun?

I 2 [losepatb Npu naeHTUOUKaUMm Be6-CaniTos. I 1

[ Nosepats Npu naeHTUOMKAUMM NONL3OBATENEH INEKTPOHHOM NOUTBL.

[] Rosepats npv uaeHTUOMKALMYM NPOU3BOAUTENEH NPOTPAMMHOTO 06€CneUeHMS.

Mepea TeM, KaK ONPeAenvTLCA C A0BEPUEM K ITOMY LIEHTPY, PEKOMEHAYETCA NPOBEPUTL €ro
cepTMomKaT, NOAUTUKY M NPOUEAYPbI (€CAM BO3MOXHO).

lMposeputs cepTdUKaTt LeHTpa

2 l OK [ OtmeHa }

Pucynok 19. 3aBepmienne nmmopra ceptudukara B Mozilla Firefox

OtMmeTtuTh NyHKT «/{oBepsaTh pu uaeHTHGUKaN BeO-caiiToBy. Haxars kHonky «OK». Yoenutocs,
9TO cepTU(UKAT OSIBHIICS B CITUCKE:
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Ynpas/ieHvie cepTUnKaTamMmn X

Balum ceptudurkatsl Mogn Cepsepbl LleHTpbl cepTMdUKaLmm QOpyrve

Y Bac XpaHATCA CepTUGMKaTEI, CAyKaLLMe AS MASHTUPHKALMIA CIEAYIOLLMX UEHTPOB CepTUUKALIMU

a

Wma ceptnpukara YCTPOWCTBO 3auThbl
OISTE WiSeKey Global Root GB CA Builtin Object Token i
aWoSign CA Limited
WosSign Builtin Object Token
WoSign China Builtin Object Token
Certification Authority of WoSign G2 Builtin Object Token
CA WoSign ECC Root Builtin Object Token
aXRamp Security Services Inc

XRamp Global CA Root Builtin Object Token
aZA0 NVP Bolid
C3000-Hub Sn: XOOXXX Root CA Mogayns 3awmTsl =
MpocmoTpeTs M3meHuTh J0BEpKe MMnopTupoBars... KCNOpTMPOBaTh YaanuTh UNK He AOBEPATH

OK

Pucynok 20. OxHo otobpaxkenus ceprudukatos B Mozilla Firefox
Nmmopr cepruduxaro OC Linux

JlanHast MHCTPYKLIUA MOAXOAUT AJis BeO-OpayzepoB Chromium u Opera.
Heob6xoaumo ycranouts maket libnss3-tools. BeimoaHuts KoMaHIy

certutil -d sql:$HOME/.pki/nssdb -A -t «C,,» -n «<Anuac cepmupurxama>« -i <Ilymso x ¢hatiny
cepmuguxama>

YIIOCTOBepI/ITbCﬂ qTo CepTI/Iq)I/IKaT IIOSABUJICA B CITMCKE (HOSIBI/ITCH C YKa3aHHbIM aJ'II/IaCOM)
certutil -d sql:3HOME/.pki/nssdb —L

5.3.3.1 Cospanue ceprudukara mo 3anpocy Ha noanuch (CSR)
Co3nanue cepTuduKara 1o 3apocy OCyIIECTBIISETCS CIeIyIOUM 00pa3oM:

1. T'eneparus 3amnpoca Ha cepTu(UKaT;

2. TloaroroBka HEMOCPEICTBEHHO cepTU(HKaTa B ieHTpe ceprudukanuu (CA);

3. 3arpyska cepTH(HKaTa Ha YCTPOHCTBO.
Jlnist cozanmst 3arpoca Ha cepTU(UKAT epediuTe Ha BKIAAKY «3anpoc Ha cepTHU(UKATy», 3alI0THUTE
napaMeTpsl B COOTBETCTBHE ¢ Tabuue 4, a 3aTeM Haxath KHONKY «CreHepupoBaTh» Puc. 21,
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s a])
& wm3000-T x r_
L4

& € A Heszawmueno | 192.168.66.203/bolid_web_cfg/ss| o B O O

M3000-T

CHCTEMbI BE3ONACHOCTM s/n M3000-T Release. Monb3oBartenn HAcTpoiKM ceTM  SSL cepTWMKaTel  HAacTpOMKM BpeMeHW CepBHUCHOe OGCTyWMBaHHE  MHOpMaUmMA

SSL Ceptudukatol
CamonoanucaHHeli cepTudpukar 3anpoc Ha cepTudpukar 3arpy3unTe cepTudukat YCTaHOBNEHHLIA
ButHocTe RSA knioua 2048 v ip agpec

Wma ceptucpurara (CN)

CTpana (C) 192.168.66.203

ObnacTe Unu permoH (ST)

lopon (L) i R
Ha3zeaHue opranu3auum (O)
KoHTakTHeIA e-mail agpec (emailAddress) dns uma
HazeaHwe otgena opradusauum (OU)
Bpema nercTena

Cpok AeAcTBUA cepTudpmkata (aHK) 365

Hauano 07.02.2019 = o ~

Koney, 07.02.2020

CreHepUpoBaTE

e | e e——] = — " T T waeane W W = W —— T B | a—

Pucynok 21. Ctpanuia co3maHus 3ampoca Ha CepTHPUKAT

[Hanee Ha ocHoBe CSR 1 kopHEBOro cepTUduKaTa MOArOTOBHTE CEPTUPUKAT YCTPOICTBA.
[Tonmy4ennsiii cepTudukar qomkeH ObiTh B opmare PKSC7 B koguposke PEM (comepKuT nenouky
JIOBEpHSI).

3arem Ha BKIAJIKe «3arpy3uTh cepTUPUKATY HAKMHTE KHOTIKY «BbIOpaTh (paiiny», BeiOepute daiin Ha
CBOEM KOMITBIOTEPE U HAKMHUTE KHOTIKY «3arpy3uTh:
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| al
& w000 e ——————————————— ————————— ]
| 4

< C A Heszawvuero | 192.168.66.203/bolid_web_cfg/ss! o B 6

M3000-T

CHCTEMbI BEONACHOCTH sin M3000-T Release. Monb3oBatenn  HacTpoiiku ceTM  SSL cepTMdMKaTel  HacTpoiiku BpeMeHn CepBMCHOE OGCNyXMBaHMe MHpopMaLMs

SSL CepTtudpukatsl

CamMonoanucaHHeIA cepTUdinKaT 3anpoc Ha cepTudpukar 3arpy3uTe cepTudnKaT YCTaHOBMNEHHLIA

BuiGepute dhaiin . dain ve Buibpan | 3arpysuib

[ = S [ o — = = T Tl T W e M e W W ——= B pa—

Pucynok 22. Ctpanwuiia 3arpy3ku ceptudukara

Jloxxaurech cOOOIIEHUS O TOM, YTO (haiiy 3arpy’kKeH 1 MPUMEHUTE CepTUPHUKAT, HAXKAaB KHOIIKY
«IIpumenuTsb...». [locie 3Toro HEOOXOAMMO BKIFOUUTH oniuio «Joctym o https» B HacTpoiikax
ycTpoicTBa. MI3MEeHEHUs BCTYNAT B CHILY TIOCIIE IIEpe3arpy3Ku yCTPOUCTBa.

5.3.3.2 IlpocmoTp cepTrdHKaTOB
st mpocMoTpa cepTudukaTta Ha mpudOpe nmepenIMTe Ha BKIAJKY «Y CTAHOBJICHHBIN U HAKMHUTE
KHOMKY «CKadaTby:
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u M3000-T
| 4

&« € A Heszawmueno | 192.168.66.203/bolid_web_cfg/ss|

M3000-T

s/n M3000-T Release.

CHCTEMbI BE3ONACHOCTH Monb3oBartenn HAcTpoiKM ceTM  SSL cepTWMKaTel  HAacTpOMKM BpeMeHW CepBHUCHOe OGCTyWMBaHHE  MHOpMaUmMA

SSL CepTudukathl
CamonoanucaHHeli cepTudmkar 3anpoc Ha cepTudpukar 3arpy3unTe cepTudukat YCTaHOBNEHHLIA
Certificate: Ckauatb
Data
Version: 3 (0x2)
Serial Number: ChHpocuThb

af.dcaf54.54:9¢:61:66
Signature Algorithm: shas12WithRSAEncryption
Issuer: CN=Root CA M3000-T SN:M3000-T.Release.
Validity
Nect Before: Feb 7 00:00:00 2019 GMT
Not After : Feb 7 00:00:00 2020 GMT
Subject: CN=192.168.66.203, CN=Web Server certificate M3000-T SN:M3000-T.Release.
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2043 bit)
Modulus
00:be:37:08:23:05:69-ed:6f af fb-ed:8b:d4:e5
2e:4c.d2:c1:6a:fd:78:35:f2:a0:2b:3c:11.6d:5d
al:00:fe:ac:55:ea:eb:e1:77:55:00:bc:c6:92:5c
al:5a:a5.ee:64:62:26:69:10:df.ac:5b-fb:ff.d2
18:f0:b7:6c:4b:20:30:ee:a8:d4 acfa:4c:74:35
3e:87:cc:63:a2:14:85:22:7c:26:b8:71:c1:a5:35
99:99:de:5a:4b:61:8¢:f3:1e:64:03:02:29:27:1F:
69:36:¢f.34:1¢.6d:22:5¢:f2:24:d0:ea:72:0b:01:
51:42:c0:d3:20:9a:6e:ea:71:1d:f1:ab:d9:bd:be
10be:Te:40:24:24:be:b5:39-9f fbre2:ad 64T
52:85:6acd:fb:51:70:ba:14:87.67:8b-aa:4c 48: -

—— — = ~ T T T e W e W e W —— T = g—

Pucynok 23. Ctpanuia npocMoTpa u copoca ceprudukara

[Tpumeuanue. Knonka «COpocuthy yaaiser cepTudukaT U3 yCTpOHCTBa.

B KoHBepmepe XpaHumcsi mo/abko 00UH 3akpbimblii kKAto4. ['eHepayus (Haxcamue Ha KHONKY
«CeeHepuposamby») H08020 Kaw4a ydassiem npedbldywull.

A

5.3.3.3 INapameTpbl cepTHHUKATOB

Ta6muma 4. [TapameTpbl cepTuPUKaTOB

Haspanue | Orpanuyenusi | 3navenue no | Buusinue Ha Buausinne Ha Bausinue Ha
napamMerpa YMOJTYAHHIO Root CA Device CSR
ceprudukar | ceprudpurar 1-
1-ii cxembl H cXeMbI
Ompenensier Onpenensier Omnpenenser
BurHocts RSA HomycTimet pasmep pasMep 3aKphITOrO0 | pa3sMep 3aKPhITOro
KIIH04a Toxmbio: 1024, 2048 3aKPLITOrO KIII04a KIII04a
2048, 4096 P
kiroua Root CA | koHTposuiepa KOHTpOJUIEpa
IIycro, HO Kowmmonent CN
yero. o Kommonent CN MUOTCHT
YCTpOHCTBO TOTIa cyOBeKTa.
Nms CyOBeKTa 1
JIrob6as cTpoka ABTOMATHYECKHI Kommonent CN
ceprudukara - o M3JaTeNs ¢ Komnonent CN
JmaTHHMIER 10 64-x | caemaeTt «C3000- M3JATEIS C
Common Name nobaBieHue cyOBeKTa
CHMBOJIOB HUB “ nobaBiieHHE
(CN) N npedukca “Root M
SN:cepuiinpiii “ npedukca “Root
CA «
HOMEp» CA
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Ecnu we nmycro

Ecnu ne nmycro

Crpana - ByXOyKBEHHOE Ecnu ve mycto
b Hsyxby komrnoHeHT C kommoneHt C Y
Country name o0o3HaueHne ITycto komroHeHt C
CyObeKTa U CyOBeKTa U
© crpanbl 1SO-3166 CyOBeKTa.
N3JATeIsL. W3IATeIsL.
Ob6mnactp wu Ecmm me mycto Ecmm me mycto
JIrobas cTpoka Ecnu ve mycto
PETHOH - . KOMITOHEHT ST KOMITOHEHT ST
natuHuLel 1o 64-x | Ilycro KOMITOHeHT ST
State or cyObekTa u cyObekTa u
. CHUMBOJIOB cyOBeKTa.
province (ST) H3JaTeNIs. H3JaTeNs.
Ecnu He mycTo Ecnu e mycTo
JIrobas cTpoka Ecnu ve mycto
T'opox - . KOMITOHEHT L KOMITOHEHT L
. natuHuuen no 64-x | Ilycro KOMITOHEHT L
Locality (L) CyObeKTa 1 CyObeKTa 1
CHUMBOJIOB cyOBeKTa.
W3HATEIsL. W3IATeIsL.
HasBanue Ecnu He mycTo Ecnu e mycTo
JIrobas cTpoka Ecnu ve mycto
OpTaHU3aINH - . kommoHeHT O kommoHeHT O
o natuHuLel 1o 64-x | Ilycro komroneHt O
Organization cyObekTa u cyObekTa u
CHUMBOJIOB cyOBeKTa.
(0) HA31aTeNs. W30ATENs.
N Ecnu He mycTo Ecnu e mycTo
KonraktHslii e- | Jlrobas cTpoka Y Y Ecnu He nmycto
. . KOMIIOHEHT E KOMIIOHEHT E
mail agpec - natuHULEeHR 1o 256- | Ilycro KOMITOHEHT E
. cyObekTa u CyOBEKTa
Email (E) X CUMBOJIOB cyOBeKTa.
W3JATeIsL. W3HATeTsL.
HasBanue
Ecnu we mycTo Ecnu He mycTo
oTnena JIrobas cTpoka Ecnu we nmycto
. komrnoneHT OU | komnonent OU
opraHuszanuu - | JatuHuneu no 64-x | Ilycro xommonenTt OU
- cyObekTa u CyOBeKTa 1
Organization CHMBOJIOB waraATens raTels cyOBeKTa.
Unit (OU) JATEIA. JATEI.
aTa HaJaja
Jlata Hayana A Jlata xoHIa
. BpPEMEHH .
[ara Hauana BpeMmeHu neiictBus | O eHcTBIS BpeMeHH JericTBust | Hukak
ceptudukara A ceptudukara
cepTudukara
aTa KOHIA
JlaTa xoHITa A 8 JlaTa xoHIIa
. BpPEMEHH .
Jara xoHua BpeMmeHu neiictBust | O eHcTBIS BpeMeHu JeicTBust | Hukak
ceprudukara A ceptudukara
cepTudukara
Cpoxk neicTBus .
N poK A Cpok neicTBus
Cpok neiicTBust . cepTudukara
Ot 7 nueit no 25 ceprudukara (ot
cepTudukara 365 (oT Tekymiero HUKaK
Jer TEKYILET0 BpeMeHN
(M) BpEMCHU
KOHBEpTEpa)
KOHBEpTepa)
Kaxxmprit ip Kaxprit ip
Ip anpec u3 nobasisgeT nobasisieT
JIro6oit aIPECHOM CTPOKH komnoHeHT CN komnoHeHT CN
ip agpec JIOMTYCTUMBIIA I Opay3zepa (ecmu HUKaK cyOBeKTa. cyObBeKTa.
azipec BXOJIHJIH 110 IP KomrmoneHT nosst KomrmoneHT nosst
azpecy) Subject Alternative | Subject Alternative
Names Names
Kaxnpiit dns Kaxneiit dns
JlomenHOE UMS
oCTa W3 00aBIIsIeT nobaBisieT
JIroGoe . komroneHT CN komnoHeHT CN
aJIpecHoit CTpOKU
dns nms Jomyctumoe dns HUKaK cyOBeKTa. cyOBeKTa.

UM

Opay3sepa (eciu
Bxoauy mmo dns
HMEHH)

KommonenT moJis
Subject Alternative
Names

KommonenT mojis
Subject Alternative
Names

5.4 Crpanuna «HacTtpoiiku BpeMeHn»
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M3000-T

CHCTEMbI BE3ONACHOCTM s/n M3000-T Release. Monb3oBarenn HAcTPoOiKM ceTM  SSL CEpTMMKATEI  HAacTpoWKM BEpeMeHH  CepBHUCHOE OGCTyMMBaHHE  MHOpMaUmMA

HacTpoikn BpeMeHun

Tekyulee epema: 07.02.2019 17:17:26 (UTC+03:00 Europe/Moscow)

NTP WMameHnTb Tekyllee BpeMAa

Craryc : BelknoyeH 3anatb BpY4HYI0

BrriounTs 07.02.2019 171728

NTP-cepeepa (UTC+03:00) Europe/Moscow

3anucarts

MepeunTaTts 3anucarb

[ = S T = = =l =T Tl T T o T e W = 0 ——= 1 N g——

Pucynok 24.1 Crpanuia HacTpOHKH BpeMEHH

Crpanuiia npeaHa3HauyeHa JJis HaCTPONKHU JaThl U BPEMEHHU YCTPONCTBA.

B 3aBucumocTtu ot TpeGoBaHMI KOHKPETHOTO MOJIb30BaTENBCKOTO MPUIIOKEHUS U B 1IEIIAX
OTJIAJIKM MOKHO YCTAaHOBUTH JJaTy U BpEMs HEIIOCPEACTBEHHO YKa3aB UJIM CUHXPOHU3UPOBAB C
KOMITBIOTEPOM.

Kaxnpiii pa3 npu knukanuu JIKM Ha Hagnucu «Tekyiee BpeMsD» oHa MeHsieTcs Ha «3aJ1aTh
BpYyUYHYIO» U Ha00opoT (1103.1 Puc.24.2).

B tom cnyuae, ecnu KJIMK ObUT IPOM3BENIEH MO HAAMUCH «3aAaTh BPYYHYI0» HAAMKChH
MeHseTcs Ha «Tekyuiee BpeMsi» U MOSIBISIETCS OKHO C TEKYIIEH JaTOW, BPEMEHEM U IMTUKTOrPpaMMOi
OTpBIBHOTO KaneHaaps (1mo3.2 Puc.24.2). [Ipu kinukaHuu Mo 3TON TUKTOrpaMMe OTKPBIBAeTCs Habop
BCIIOMOTATENFHBIX OKOH IS 3aJaHus JaThl 1 BpeMeHu CM. Puc. 24.2, mo3BONSIOMNX YCTaHOBHUTH
TpebyeMbie mapaMeTpbl, IPOU3BOIS CIIPOKPYTKY» T'0/1a, MECsIIa, Hs, Yaca U MUHYTHI (1103.4 Puc.24.4)
WK yKa3aB KOHKPETHYIO JaTy Ha KaneHaape (1mo3. 3 u mo3. 5 Puc.24.5), mosp3ysach TOIBKO MBIIIKOM.
VYka3zaHHBIE TapAMETPhI BCTYIAIOT B CHILY MOCJIE 3alIUCH B KOHTPOJUIEP — IIPHU HAKATUH KHOIKH
«3anucaTh» B IPaBoi HUKHEH YacTH SKpaHa.
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M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn  HacTpoliku ceTw  SSL cepTdpMKaTel  HacTpoWku BpEMEHH GCepBUCHOE OGCNYMMBaHWE  MHGOpMaLmMA

HacTpoliku BpemMeHun

Bpema nameHeHo

Tekyulee ependa; 28.03.2019 11:47:00 (UTC+01:00 Europe/Luxembourg)

1 2
NTP
WameHyTs Tekyliee fpema
Craryc - BuiknioueH TekyLlee BpeMa
Brnwouuts [ 28.03.2019 = M= :© 45
NTP-cepeepa 4 Map p_ BCermgrn 4 2014 p -
nu Br
4 5
1 12
18 19
o _ 25 26 271 |28 9 30 H
1 2 3 4 5 7
[epeuntaTe 3anucars

BElc U0 €

EURU L me )

Pucynok 24.2 Crpanuiia HacTpoiKu BpeMeHH. 3aJlaHie BPEMEHHU BPYUYHYIO.

B ToMm ciryuae, ecnu kink 0bU1 Tpou3BeEH o Haanucu «Tekyuiee BpemMs» HalTUCh MEHSAETCA
Ha «3aaTh BPYYHYIO» U MOSBIISETCS OKHO C TEKyIeil 1aToi u BpemeHeM kommbioTepa (Cum. Puc.
24.3). Jlata 1 BpeMsl B 9TOM OKHE M3MEHSIETCSl CHHXPOHHO C IaTOil U BpEMEHEM KOMIThIOTEpa.
Texyiue nata 1 BpeMs 3allUChIBAIOTCS B KOHTPOJIJIEP U BCTYIAIOT B CHILY TOJIBKO I1OCJIE€ HAXKATHS
KHOIIKM «3amucaTh) B IPaBOM HUYKHEN YacTH 3KpaHa.
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M3000-T Bz

CHCTEMBI BE3ONACHOCTH sin 333-444-555-7 MNMonbsoBatenn HacTpoikn ceTw  SSL cepTMgMKatsl  HacTpoiku EpemeHM  CepBMCHOE O6CNYXWBaHWE  MWHpopMauma

HacTpolku BpemeHun

Bpema nameHeHo

Tekywee epema; 28.03.2019 11:57:04 (UTC+01:00 Europe/Luxembourg)

NT? WMameHuTE Tekyluee BpeMa:
Craryc - BuikniueH

Brnouuts L

NTP-cepeepa

[NepeuntaTe Janucare

RU

BRI O e e [&Fow]e | 7]8]

Pucynok 24.3 Crpanuna HacTpoiiku BpeMeHH. CUHXpOHH3aIMs JaThl U BPEMEHU ¢ KOMIIBIOTEPOM.

= [Riala)

KonTtpomnep nogaepxuBaet nmpotokosn NTP u MokeT aBTOMaTH4YEeCKH CUHXPOHU3UPOBATHCS B
nportecce padboThl. st cuaxporusanuu B cetu HeooxoauM(b1) NTP-cepsep(br). s 3amanus IP-
aapecoB NTP-cepBepoB, BKIIOUeHUS U OTKIOUeHUs poTokona NTP u otpaskenus ero craryca
npeHa3HaueH Habop moJiel U KHOMOK B pamke ¢ Ha3BaHueM NTP B 1eBoil uacT TeKyIiero okHa.

Ha Pucynke 24.4 noka3za koHTpoJuiep ¢ aktTuBupoBaHHbIM NTP npotokosnom u NTP-
cepBepoM, uMeromum ajapec 192.168.0.1.

34 "M3000-T Uucam™ ALP.421455.003 POn HMsm.2 ALLIP.6820-18 om 01.10.2018



- -
Bonvasssopcxe < poroxonan X | [ W3000.T x 7 [ semsmunnsomaxoney 2015 x 1 -+ Y . .
v

< C A Heszaupueno | 192.168.0.50/bolid_web_cfg/time o B Y O

M3000-T ) mo

CMCTEMbI BE3DMNACHOCTH sfn 333-444-555-7 Nonkzoeatenn  HacTpoliku ceTw  SSL cepTdpMKaTel  HacTpoWku BpEMEHH GCepBUCHOE OGCNYMMBaHWE  MHGOpMaLmMA

HacTpoliku BpemMeHun

WMameHeHWA YCneLlHo CoXpaHeHs!

Tekyulee epend; 28.03.2019 13:01:36 (UTC+01:00 Europe/Luxembourg)

NTP WameHuTs Tekyluee Bpema
Crartyc - Pabotaer 3anats BpyuHyl
Brnouunts ¥ 28.032019 15.01:36
NTP-cepsepa (UTC+03:00) Europe/Moscow -
192.168.0.1
3anucarts
192.168.0.1
+ =
[epeuntaTe 3anucars

Blle[TToTeTI € T[] 7] /]

Pucynok 24.4 Crpanuua Hactpoiiku Bpemenu. Hactpoiika NTP.

SR L e

5.5 Crpanuna «CepBUCHOE 00CTY)KHBaHUE

Crpanuna pazzaeneHa Ha TpH Bkiajku: «IIpouune Hactpoiikuy, «<MPLCy, «O6HOBICHHE)

5.5.1 Bknanka «IIpoune HacTpoiikm»
JlononmHUTEIbHBIE HACTPOMKHM KOHTpoJIIepa. BHenHuii Bu BKIIAAKH NpeacTaBieH Ha Puc. 25.
Onwucanue npuBeeHoO B Ta0nuLE 5.

M3000-T o o

CHGTEMbI BE3ONACHOCTM s/n M3000-T.Release. Monk3oBatenn HacTPOWKK ceTW  SSL cepTMdgMKaTel HACTPOWKW BpeMeHW CepBEWCHOE oGCnyxWEaHWe WHgopmauna

CepeucHoe obcnyxnsaHue

[poune HacTPOWKK MPLC ObHoBNeHWe

Bpema xW3HKM ToKeHa aBTopu3auum (? 90000 +
[ocTyn K ycTpoiicTBy no npotokony hitp (?

[ocTyn K ycTpoWCTBY No npoTokony hitps (2 ]

3anucare

Pucynok 25. CepBucHoe o0cimyxuBanue Bkianaka «lIpoune HacTpoUKm»
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Tab6muma 5.1 Hactpoiiku paznena «CepBHCHOE 00CITy>KUBaHUEY

IMapamerp Onucanue Bo3moxHbIE 3HavyeHue
3HAYeHHs 10 YMOJIYAHUIO

Bpewmst s)xu3HU TOKeHa Bpewms, nmocne kotoporo | O... 90000
aBTOpHU3aLUU 3aHOBO HY)XHO Oyner

MIPOXOJIUTh

ayTeHTU()UKAIUIO
Joctyn K yctpoiicTBy 1o | JlocTym k ycTpoicTBy o | Bki/BeIki Bxirouen
npoTokoiry http mpoTokoiy http 6e3

HAaJICTPONKH

mudpoBaHus
Hoctym k yerpoiictBy 1o | JlocTyn ¢ HancTpoikoi | Bii/Beiki BrixitroueH

npotokoiy https

mmdpoBanus. [lannas
onuust OyaeT
MPUHYTUTEIHEHO
OTKITIOYEHA, €CITH
cepruduKaT HA
YCTPOMCTBE OTCYTCTBYET
WJIH HEKOPPEKTEH

5.5.1 Bkinaagka «MPLC»

Bxiagka nmpennasnaueHa /s HoiaydeHust ”HQOpMaIu 0 BCTPOSHHON cpejie UCTIOTHEHUS
koHTpoJutepa MasterPLC, onpenenenus cratyca e€ paO0Thl, aKTUBUPOBAHMS JIULIEH3UU U pabOTHI C
pe3epBHOIi Komnel cpebl. HIkHsIS yacTh BKIAJAKU OTpaskaeT pacipeenenne, 00bEM U pecype
BHYTpPEHHEH MaMaTH KOHTPOJIEpa, a TAKXKe HaJu4re U 00bEM MOAKITFOUEHHBIX BHEITHUX
HakonuTenel. BHenmHuit BUI BKIAAKK peacTaBieH Ha Puc. 26.1 (BepxHss dacTs), Puc. 26.2 (HumxHsS
qyacTh) U Puc. 26.3 (HWXKHSS 4acTh).

Buytpennsis namsath KoHTpoIiepa (SD-HakonuTesns) pearn3oBaHa o0 TEXHOJIOTHH, UMEIOIIEH
OTpPaHUYEHUS TI0 KOJIHYECTBY IIUKIIOB 3aITUCH, KOTOpbIe PuKcupyroTcs BHyTpeHHUM [10 KoHTpoiepa
MOCTOSIHHO BBIYHCIISIETCSI KOHTPOIIJIEPOM U BhIBOAUTCA ¢ 11arom 10% B oTAenbHOE TOJIE.

g ynoGcTBa monp30Batest HHGOpMAIIH 0 pacXoI0BaHUIO 3TOTO pecypca IMpoIecc u3Hoca
BBIBOJIUTCS B OTJEJBHOE TI0JIE, MEHSIOIIIEE IIBET B 3aBUCUMOCTH OT

Tabmuna 5.2 Bxmanka «MPLC» 3aBucumocTs paciiBeTku mosst Pecypca mamsiti OT u3Hoca.

HPOLJ,GHT M3HOCa HaKonunTtenA

% LiBeT nonga
0-50 3ereHbIn
51-70 XenTbin
71-99 KpacHbIi
100 BopooBsbin (BbIXog U3 CTPOS)

3eJIEHOrO LBETa 1MoJ HaAnuChio «Pecypc namsitu uzpacxonosan» (Cm. Puc. 26.2 u Puc. 26.3).
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M3000-T mE oo

CMCTEMbI BE30NACHOGTM s/n M3000-T.Release. Mons3oeatenn HacTpoWku cet  SSL ceptudmkatel  HacTporkn epemenn  CepeucHoe oGenyxueanue  UHgopmaums

CepBucHoe obcnyxuBaHue

lNpoune HACTPORKN MPLC (ObHoBneHKe

WHopmauma o cpene paspabotku: OBHoBUTL

Graryc

MoapobHan WHhopMaLWA 0 Cpele HeAoCTYNHA Nepe3arpy3nTb UCMONMHUTENLHYIO Cpefy W 0DHOBWTE
JameyaHue:

INioBble onepaLim ¢ pe3epBHOI KOMMEN, 3arpy3Koi MULLEH3NOHHOTO KIHYa MMM yAaNeHUe apXHEa
NPUBOLAT K OCTAHOBKE MCMOMHUTENEHOM Cpeakl

NuugH3na MasterPLC: Ckavatb 3arpyanTtb Ynanuts Knoy
CrayaTb pe3epBHYI0 KOMMIO Xz B BoccTaHoBUTL W3 pe3epBHOM KOMWK

Ynanute data.db

CocToAHWe NaMATH: OBHoBUTL

Pucynok 26.1 Cepsucnoe o0ciyxuBanue Bkiaaka «MPLCy BepxHsist yacTs.
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JHUBIE UHERGEUMA L ESSPBHUN RUHTAEN, Jdl Y SRUNA JIMLERSMUHADIU RIHHG WA Y L) IBHNE did ANSd
NPUBOAAT K OCTAHOBKE UCNONHWTENLHONW cpeabl.

Nuuenaua MasterPLC: JarpyanThb
CKayaTb pe3epeHyH KONWio xz v BoccTaHOBUTE M3 Pe3epBHOA KoMK

Ynanuts data.db

COCToAHWE NAaMATK: OBHOBUTE

YcTpocTeo Pecypc namAT M3pacxXof0BaH Ha

USB
Mokazate B KO: [

YcTpoRcTRO Paanen Touka MOHTHPOBAHWA Paamep CeobonHo
BHyTpeHHWA SD HakonuTens {devimmcblkip2 / 488 04 MB 227 9 MB
BryTpeHHnid NAND HakonuTens ubi0:database_fs Ivar/db 1083 MB 67 25 MB
USB HakonuTens 1 fdev/sdat /medial/usb 15 GB 1473 GB
BHyTpeHHnn SD HakonuTens fdevimmcblk1p7? Ivar/log 487 95 MB 371.99 MB
BHyTpeHHWA SD HakonuTens fdevimmcblk1ps Ivar/backups 9759 MB 9556 .64 MB
BHyTpeHHWA SD HakonuTens fdevimmcblk1boot0 letc/bolid/prod_cfg 3.87 MB 3.84 MB
BHyTpeHHW SD HakonuTens fdevimmcblk1ps lopt/mplc4 4580.83 MB 445389 MB

Pucynok 26.2 CepBucHoe obciyxuBanue Bkiaaka « MPLCy» HykHAS yacTh. B koHTposIep
ycTaHoBJIeH BHenTHUI USB-HakonuTens.
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JIMUEHINA VidslEl FLG. “ Sl Py SV B
CKayaTb PE3EPBHYI0 KON Xz v BOCCTAHOBUTL U3 PE3EPBHOM KOMKUK

YnanuTe data.db

CoCToAHME NaMATH: OBHOBWUTL

YCTpoWcTED Pecypc namATW W3pacxoqoeaH Ha

SD KkaprTa
MNoxa3atk B Ki:

YCTpolcTED Paznen Touka MOHTUpOBAHWA Pazmep CeofiofHo
BHyTpeHHWA SD HakonwWTens /dev/immcblk1p1 / 436.04 MB 227 9MB
BHyTpeHHuA NAND HakonuTenk ubi0:.database fs fvar/db 108.2 MB 67.24 MB
BHyTpeHHuA SD HakonwTens /dev/immcblk1p? Ivar/log 487 .95 MB 33065 MB
5D kapta /dev/immcblkOp1 /media/sdcard 14.44 GB 14.44 GB
BHyTpeHHWA SD HakonWTens fdev/mmcblk1p3a fvar/backups 9759 MB 955 .64 MB
BHyTpeHHWA SD HakonwWTens fdev/immcblk1p8 fopt/mplc4 4550.83 MB 4453.39 MB
BHyTpeHHWA SD HakonWTens fdev/immcblk1bootQ fetc/bolid/prod_cfg 387 MB 384 MB

Pucynok 26.3 CepsucHoe o0OciyxuBanue Bkiaaka «MPLCy HikHss yacTs. B koHTpoOsuiep
ycTaHOBJIEHa BHelHAs SD-kapTa namsrTu.

HauanbHas nudpa pecypcea (Jaxxe y HOBOro KonTposuiepa) Beceraa 10%. MakcumanbHo
BeIpaboTanHblil pecypc — 90%. CienyeT yuuTsIBaTh, YTO peCypc TPATUTCS B MOMEHTHI 3anucu. B
cilyyae, €ClIi POU3BOJUTCS HHTEHCUBHAS 3alMCh OONBIINX 00BEMOB BO BCTPOCHHYIO MaMATh
KOHTPOJUIEPA MOXKET MPOU30MTH «3aTUPAHUE» 3TOM MaMATH, UTO MOBJIEYET CHATHE C TapAaHTHH.

Tunuynas ommbKa, NPUBOAALIAS K PACXOJY pecypca MaMsATH - 3TO apXUBUPOBAaHUE MpoLiecca
MOJI30BATEIEM CO BpEMEHEM LIMKJIa 3a/1a4M, B KOTOPOil 0OBsABIEHbI IEpEMEHHBIE C aTPUOYTOM
«apxuBupoBaHue». To ecTh, ecnu BpeMs IIUKIa Takoi 3agauu, cocrasisier 100 mc, To mpu
apXMBUPOBAHUU B 3TOH 3a/iaue TOIBKO OJHOM MepeMEHHOM THIIa «BEIIECTBEHHOEY, siueliKa MaMsITH B 8
OaiiT Oynert 3anuceiBathes 10 pa3 B cekynay, 600 pa3 B munyty, 36000 pa3 B yac, 864000 1ukios
3aMMCH B CYTKU. 32 3TO BpeMs 3alMCaHHbIN apXUB (JIMIIb OJHOM BElIeCTBEHHON IIepEMEHHO 6e3
MeTOK BpeMeHH) cocTaBuT 6912000 Gaiit. Ucnonb3yemsrii Tun namsata — EMMC umeer pecype
nopsiaka 3 000 nukioB nepe3anucu. OYeBUIHO, YTO 3aMUCh BO BCTPOCHHYIO MaMATh KOHTpOJIIepa ¢
TaKOW MHTEHCUBHOCTBIO MPUBEET K €€ MPEKICBPEMEHHOMY «3aTHUPAHUION.

KonTtposep cam nepepacnpenensier yxe cTépiinecs: 0J0KH MaMAITH KaK HEUCTIONIb3yeMbIE, B CBS3H C
4yeM, OCTaBIIUICS 00BEM OyZeT MOCTOSHHO YMEHBIIATHCS.

ITpu HEOOXOAUMOCTH COXpAHEHHUSI APXHBOB ONEPATUBHBIX MMAPAMETPOB HEOOXOIUMO!

® apXUBUPOBAHUE MPOU3BOJUTH HAa BHEIIHUE HOcUTenH nHpopmarmu — SD-kapThl u
USB-uakonureny;

® apXMBHUPOBATh MPOMEKYTOUHBIE IEPEMEHHbIE, KOTOPbIE OOBSABIICHBI B 3a/1aUe C
OOJIBIIIMM BpEMEHEM LIMKIIA, K IPUMEpY - | MuHyTa;

® apXMBHUPOBATh MEUICHHO MEHSIOIMECS MTepeMeHHbIE (TapaMeTphl), TOJIBKO TOT/a,
KOTJIa OHM U3MEHSIOTCS MJTM CYILIECTBEHHO M3MEHSIOTCS (3aMKCh IO U3MEHEHHUIO);

Oxno cpensl pazpaborku MasterSCADA 4D ¢ snemeHTaMu HACTPOMKHM apXyBa MPEACTABICHO
Ha puc. 27.1 u27.2
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MasterSCADA 4D 1.2: Mpoext 1

@ REE - g e [icnameme| Nommeael ET 52 Bt [BR b |25+l |4E

MpoekT

BeICTpLINA CTapT

Y e —

CnpaBouHbliA pasgen

Pucynox 27.1 OxkHo cpensl pazpadorku MasterSCADA 4D ¢ aieMeHTaMu HACTPOMKHU apXuBa
(oOmunii BUJ OKHA).

MasterSCADA 4D 1.2: MNMpoekt 1

w0 E A

55

OcHOEHOW apXWE JaHHLIX

- Eﬁ Cucrema
= EHII Kontponnep 1 D‘

Obwwe
B E.‘ Ipaduruecknii MHTepdeRc

- E.‘ ApxuEs

= =
OcHoeHON apX1E AaHHLIX MeTiwm

s OcHOEHORA apXIE AaHHBIX

&3]

= = =
OcHosHOM apxve cooBeH KommeHTapmii

b
E; 3aaaun Hacrpoiikm

Ef BHeLWHWe kaHankl

E.‘ MpoTokons

4 E.‘ besonacHocTs

MakcumansHoe spema xpan | 60.00:00:00

&)

MakcvmansHbii ofbem apxa 0

®

EH] OfwerTsl Ywcno yaansemex snemente 10000

®

0 BucamoTexn lMepuog yucTkw apxvea 01:00:00

B/ /mediafzdcard

(&3]

3anKce No MSMEHEHMHD

Pucynox 27.2 ®parmenTs! okHa cpefsl pazpadorku MasterSCADA 4D ¢ snemenTamu
HACTPOWKH apXHBa (IepEeBO OOBEKTOB CJIEBA U HACTPOWKU apXUBUPOBAHUS CIIPABA. ).
ApXuBUpPOBaHHE MTPOU3BOAUTCS 110 U3MEHEHUIO Ha BHEIIHIOI SD-kapTy.

Buemnss namats (SD-kaprta niau USB-HakonuTe/ib), HA KOTOPYIO NMPeaNoJiaraercs
NPON3BOIMTH APXMBUPOBAHMeE, 10/:KHA ObITh oT(popMaTHpOBaHa B popmaTe FAT3I2,
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(OBA3ATEJIBHO BbinyTa 3 komnbloTepa BE3OITACHO!!!) 1 BcTaBieHna B
BBIKJITIOUEHHBIN!!! kouTpoJuiep.

VYcTraHoBIEHHBIE B KOHTPOJLJIEP BHEIIIHUE HAKOMUTEIU OTpakaroTcsl B HacTporkax Puc. 26.2 u
Puc.26.3

Jl1st coXxpaHEeHHUsI Pe3epBHON KOIHMH CIIeIyeT HaXkaTh KHONKY «CKayaTh Pe3epBHYIO KOITHIOY
(Cm. Pucynok 26.1) nocne yero oTkpbiBaeTcsi Auanorosoe okHo Puc. 28.

| Orxpeimie «m3000t_mplc_20190222-103152 tarxz» e |

Bbl coBupacTecs oTEpBITE:

m3000t_mplc_20190222-103152.tar.xz

ABNARLMIACA: ¥z File
M3 http://192.168.76.14

Kak Firefox cneayer obpabotare 310t daiin?

& oxpers

@ CoxpanwTe daiin

[ BeinonHaTe aETomMaTMYECKK 4NA BCex Galinoe gaHHoro TUNA,

| ok || Ommens

Puc. 28 JIluanoroBoe OKHO COXpaHEHUS Pe3EpPBHOI KOMHH.

[Tpu Haxxatum kiaBumm «OK» IPOU3BOAUTCS coxpaHeHue (aiina. [Iponecc u pe3ynbTar 3arpy3ku
MOYKHO IPOCMOTPETH B OKHE «3arpy3ku» Puc. 29

oo @ W Q fouck o IN D e §
m3000t_mplc_20190222-103152 tarz
- C — *®

OcTagweecd Bpema HensgecrHo — 5,9 ME (40,4 KE/cek)

m3000t_mplc_20190222-102719 tarxz
| | x
JcTaswesca Bpema HemsgecTHo — 12,9 ME (46,1 KB/cek)

m3000t_mplc_20190222-102659 tarxz

3aeepweHa — 9.5 ME

Mokazate BCe 3arpyzem

Puc. 29 OxHo 3arpy3ku pe3epBHON KOMHUU.

"M3000-T Hucam™ ALIP.421455.003 POn HMsm.2 ALLIP.6820-18 om 01.10.2018 41



J1711 BOCCTaHOBJICHHSI pe3€PBHOM KOMHUU HA)KMMaeM KHOIKY «BOCCTaHOBUTH pPE3EPBHYIO KOTTHIO»
MIOCJIC Yero OTKPBIBAETCS JUAIIOTOBOE OKHO TTOMCKa MCKOMOTO (haitia u ipu aBoitHOM Kiuke JIKM
MIPOMCXOUT €ro 3arpy3ka U BOCCTAHOBJICHHE PE3€PBHOM KOIHUU.

Axmueuposanue u usmenenue nuyensuu Ha ecmpoennoe 110 npouzsooumcs npu
HenocpedcmeenHom yuacmuu komnanuu-npouszsooumens 110 HHCAT.

Cpena pa3paboTKH, a TaK¥Ke 1eMO-BepCHUs CPe/Ibl UCIIOIHEHUS C OTPaHUYCHHEM BpEMEHH pabOThI B
pexumMe onpoca rnepupepuitHoro o0opyI0BaHUs U MEXKY3JI0BOro 0OMEHa B TEUEHHE Yaca
MIPEIOCTABIIAIOTCS OECIUIaTHO.

AKTHUBaIUS MPUMEHSETCS I UCTIOTHUTEIBLHON CUCTEMBI, paboTaroiel Ha 000 oreparuoHHON
cucteme, kpome Windows. be3 akTuBanum UCTIOTHUTENBHAS cUcTeMa paboTaeT B gemMo-pexume. [1pu
MTOAKJIIOUEHUH K CpeJie MCTIOJIHEHUsI M3 pelakTopa (Cpeibl pa3paboTKu) OYJET BbIIAaHO CUCTEMHOE
coob1reHue 00 OKOHYaHUH PabOThI B IEMO-PEKUME U MPU HaKaTuu KiaBuu «[loayuuts kom» Oyaer
BBIBEJICHO COOOIIICHHE, COEpIKaIllee KO aKTHBAIIMK, KOTOPBIM BMECTE C HOMEPOM JIMIICH3UU
(BOCBMH3HAUHOE YUCIIO HAa MapKe Ha MPOIIECCOPHOM MOJyjie KOHTPOJUIEpa) U Ha3BaHUEM OpTaHU3aIluU
HEOOXOMMO OTIIPABUTH IO ANEKTPOHHOMY ajpecy scada@insat.ru Puc 30. B oTBeT BbI momyuuTe
(haiin 119 aKTUBALMK JILICH3UH.

{& Cwcremnbie coobuerma = =) R

M3000-T : Orxas sHewHwx mogynei ¥CO

M3000-T : Bpemsa paboTel gemo-pexuma 3aKoHueHo (onpoc ycTpoicTe oTYeH)
M3000-T : ysen ne aKTMEMpOBaH MonyuuTs KOO | |AXTMEMPOBATL
M3000-T : Kondmrypauwa ve coenagaer 3arpy3anTe KOHDUIYPaLMD

M3000-T : WecnonnwrensHas cucrema ycrapena (1.1.12)

i« -

¥ ° CoobweHwe [ S e S

ManydeH Ko AKTWBALMW, KOTOPLIA CNafyeT Nepenars paspatoTuny JNA NoMyYeHWA KMIoYa SETUBALMK.
BMaCTE C KOOOM CNedyeT COOGLUMTE MMA DRT3HW3aLMK M HOMED NMUEH2MW (MApHK), HAKNESSHHOA Ha Konuposate | 3akphite

T y3en. an

Kop: 66383A64633A37613A31313A63393A3338

=3

CoXpaHUTb B thann OTnpaenTe pazpadoTymey OTMEHWTE

= : = = e?
| =
0

Bazoemie
Menxan [NposkTupo- Nporpammupo- [pady.
MPAHLANEL crpaska EaHue BaHue SITUIET WHTEpGhERC paspabor
pazpaboTHM

Puc. 30 OkHo cucteMHOro cooO1eHnst 00 OKOHYaHUU IEMO-PEKUMa U OKHO C KOJOM aKTHBALIUU.

AKTHBHPOBATh MOJYYEHHBIH KII0Y BO3MOXKHO BO BKJIanke «MPLCy Bxiaaku «CepBucHoe
oOciyxuBaHue» HaxkaTueM KHonku Jlurensust Master PLC u nanee Ha knaBuiry «Ok» B
oTKpbIBaromemMcsi okHe «OTtkpeiTHe «mplc.key» Puc. 31.
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M3000-T o e

s/n M3000-T Release Monwsoeatenu HacTpoiikv cetw  SSL cepTudmkarsl  HacTpolikv BpeMenM  CepBWcHoe oGcnykneanve  WHdopmauus

CHCTEMbI BE3ONACHOCTH

CepBucHoe obcnyxuBaHne

MNpoune HaCTPOrKKN MPLC OBHoBNEHWE

-
Otxpuitie amplckey= u

Bel cofupaeTeck 0TKPBITE:

Cranye & i

Anarowmica: key File (128 Baiir)
MNMoppotHan uHdopmauwa o cpene HeaocTynHa MNepe3: s blob:

WHopmauma o cpeae pa3paboTku: OBHOBUTE

Kax Firefox cnepyer obpaborars stor daiin?

JamevaHue: i
NioBbbie onepayu © pe3epsHON KoNWed, 3arpy3Kon NMUEeH3NoH R Enipan A
anBOﬂﬂT ¢ OCTAHOBKE MCTIONAUTENSHOM Cpeﬂbl' BMI‘IDJ‘\HETb AETOMATHYECKH ANA BCEX ¢EﬁﬂDB A3aHHOro THNA.

[ 5]

IueHana MasterPLC: .:. CkavaTb

CkayaTb PE3epBHYI0 KOMMIO Xz E| BoccTaHoBUTL W3 PE3EPBHOM KOMUK

Puc. 31 /IuanoroBoe OKHO OTKPBITUSA (ailsia TULECH3UH.

5.5.2 Brianka «OGHOBIEHHEY.
Bxuagka nmpenHasHaueHa Jijisi OOHOBIIEHUS IPOIIMBKY KOHTpOJUiepa. BHeNIHMI BUI BKIIAIKU
npencrasieH Ha Puc. 32.
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&« € A Heszauwmueno | 192.168.66.203/bolid_web_cfg/maintenance o B O O

M3000-T

CHCTEMbI BE3ONACHOCTM s/n M3000-T Release. Monb3oBarenn HAcTpoiKK ceTM  SSL CepTMMKATEI  HAacTpOWKM BpeMeHHM CepBHUCHOE OGCNyXMBaHHE  MHGOpMaUmMA

CepBucHoe obcrnykuBaHve

[poune HacTpoiKu MPLC OBHoBNEHNE

OBHOBWTL NPOLUMBKY yCTpOWCTBa

Buibepute daitn  daiin He BuibpaH OTmnpaentb

MepeTawuTe hain

[ = S T = — =l =T ~ Ty Tl sl il il il R

Pucynok 32.1 Bxiagka «OGHOBIICHHE)

KonTtposiep nmeeT BO3MOKHOCTh OOHOBJICHHUSI BEPCUU CBOETO BCTPOSHHOTO TIPOTPAMMHOTO
obecrieueHus («rpommBKM»). HoBast Bepcus O3BOJISIET pacIMPHUTh (YYHKIIMOHAT PUOOpa 1/iiu
YCTPaHUTh HEJJOCTATKH UMEIOIICHCST BEPCHUH.

Crucok JOCTYIMHBIX MPOIIMBOK, MX KITFOUYEBbIE 0COOCHHOCTH M PEKOMEH/TyeMble OOHOBIICHHS
JOCTYIHBI Ha caiite http://bolid.ru na Brinagke «CkadaThy CTpaHHIIBI COOTBETCTBYIOLIETO MPHOOpA.
OOHOBIEHNE MPOITUBKH OCYIIIECTBIIAETCS uepe3 BeO-unrepderic konrpoiuiepa. B Bed6 untepdeiice
CKavyaHHBIN (aiin 3arpyxaercsi B KOHBepTep Ha BKiIagke «OOHOBIEHHE» cTpaHUIlbl «CepBHCHOE
obcmykuBanue». HeoOxonumo HaxkaTh KHOTIKY «O030p», BEIOPATH (pailyl MPOIIMBKHA U HAXKATh KHOTIKY
«OTIpaBUTHY:
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http://bolid.ru/

.

& 3 C A Hezawuueno | 192.168.0.50/bolid_web_cfg/maintenance o B ¥ e

O6HOBNEHWE NPOWKNBKKN

He 3aKkpbiBaiTe cTpauuly Opay3epa
W He BbIKM4aATe YCTPOACTEO

OcTaHoBUTE

10:56

28032019 | |

RU . (e

Pucynok 32.2 OOHOBIEHHE TPOIIMBKU Ha YCTPOICTBE uepe3 BeO-unTepdeiic

B npornecce 060HOBIIEHNS IPOIIMBKY Ha SKpaH BBIBOJUTCS COOTBETCTBYIOIIE COOOIIEHHE U MPOLIEHT
BbInonHeHus Pucynok 32.3. IIporiecc 0OHOBIEHUSI MOXKHO OCTAHOBUTbH, HAKaB COOTBETCTBYIOLIYIO
KJIaBUIy «OCTaHOBUTDHY.

ITpu ynauHoM 0OHOBJICHUH MPOIIMBKU MTPOUCXOAUT aBTOMAaTHYeCKas nepesarpyska npuoopa,
IIPU 3TOM CBsI3b ¢ IpubopoM Tepsiercs. [locie nepezarpy3ku NpoucXoauT aBTOMaTHYECKOe
BOCCTAHOBIICHUE CBS3H.
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€& > C A Hezawvuero | 192.168.0.50/bolid_web_cfg/maintenance or B e

QOGHoBMNEHWE NPOLWKWBKK

OOHOBNEHKE NPOLUNO YCMELWHO

Wpet nepesarpyaka

11:11

AU . e i)
[Pt 0T g 02010

=

Pucynok 32.3 OOHOBIIEHHE TPOIIMBKY Ha YCTPOIHCTBE uepe3 Bed-untepdeiic. [lepesarpyska.

5.6 Ctpanuna «Hpopmanus»

Crpanuna «MHpopMaiush» colep>KUT CBeACHUs 00 anmnapaTHOl 4acTH U POrpaMMHOM 00ecrieueHIH
JTAHHOTO JK3EMIUIIpA U3JENINS U €r0 CEpUIHBIM HOMEp. BHeHM BUI CTpaHULbI IpeAcTaBieH Ha Puc.
33.
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& @ @ Hesawpuero | 192.168.66.203/bolid_web_cfg/info B oo v O

M3000-T

CUCTEMbI BE3ONAGHOGTH s/n 333-444-555-T7 Monwsosatenw  HacTpokiku ceTw  SSL cepTugpukaTel  HacTpoiiku BpemeHn  CepeucHoe oScnyxmBanne  MHopmaums

MHdopmayua ob ycTpoicTse

[ara cozgaHuAa npowwmekw ycTpoiictea  01.03.2019 16:44:18

Mogens ycTpoicTea M3000-T
AnnapaTtHas BepcuA yCTpoicTBa lzm 3 04 2017 AZDR 758721 454
CepwiiHbIil HOMep YCTPORCTBa 333-444.555-7

Bepcua nporpammHoro obecneueHus 12099

B4 | |
06032009 |

BlEclLo e e [2w]oi]e [#]

Pucynok 33 Crpanuua «1Hpopmarus»

0

LS

6 YcraHoBKka cBS3M

Ilepen Tem, Kak MPOBOAUTS JItOOBIE AEUCTBUS B CETH 11€1€CO00pa3HO YOEAUTHCS, YTO
KOHTPOJUIEP U KOMIIBIOTEP HAXOAATCS B OJJHON «IIOACETH» U MPOBEPUTH HAIMYME CBSI3U (TIUHT) MEKIY
KOMIIBIOTEPOM U KOHTPOJIJIEPOM.

Y4uuThIBas, 4TO 3aBOJICKHE HACTPOMKH KOHTposuiepa 192.168.0.50 koMnbroTep JOKEH UMETh
IP-angpec B nuanazone 192.168.0.0 ... 192.168.0.250 uckmouas 192.168.0.50 (310 anpec

KOHTPOJUIEPA, a IBYX OJMHAKOBBIX aJpecoB OBITh HE JOJKHO) U MacKy mojcetu 255.255.255.0,
Harpumep, Takue Kak npezcTaBieHbl Ha Pucynke 34.
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Ceoiictea: Mpotokon MnTepreta sepoun 4 (TCP/IPv4) @Iij

Ofwme

MapameTpel IP MOrYT HE3HEYSTECA SETOMETMYECKM, ECIM CETE
NoAAEpHMBEET 5TY BOSMOMHOCTE, B NPOTHEHOM Cy4ae NapaMeTpel
IP' MOMHO MONY4YMTE ¥ CETEE0M0 SOMUHWCTPATOPE.

() Nony4Te IP-agpec SETOMaTHIECKH

(@ WMone3oBaTe cned yrowwmid IP-agpec:
IP-anpec: 192,168 . 0 . 100 |
Macka nogceTn: 255,255 .255. 0

OCHOBHOWM LWMHD3:

Mony4uTe aapec DMNS-Cepeepa aBTOMaTHYSCKH
(@ WMnone3oBaTe Cnedyrowme agpeca DNS-cepeepos:

MpeanoumTaement DNS-cepeep:

AnbTepHaTHBHLIM DNS-cepsep:

[T MoaTeepanTs napameTpsl Npw Boixoae

[ Ok ][ OTtmeqa ]

4

Pucynok 34. CereBoil ajipec KOMIIbIOTEpPA U MacKa M0/ICETU

[Toxanyit, Hanbosee MpocToil Crocod MPOBEPKH IEIIOCTHOCTH M KAYECTBA COCTUHEHUS —
BOCITIOJIb30BaThCS CIIEIHATLHON OJHOMMEHHON YyTHIUTON «Ping». J{ist 3TOro HeoO6X0IMMO BBIITOJIHUTE
CIEAYIONUIYIO MOCJIEI0BATENbHOCTD JEHCTBUI:

- HakaTh «WIN+r» 1 B MOSBUBIIEMCS OKHE «BBINMOJHUTB B 1051e «OTKPBITHY», CM. PUCYHOK
35, BBecTn «cmdy:

5 — s |
= BeinoAHWTE ‘

= BeeauTe MMA Nporpammel, NaNk, 40KYMEHTa MK pecypca
MnTepHeTa, koTopble TpeBYETCR OTKPLITE,

OTepbITE: m -

'?E 3To 33paHWE BYLET COAIHO C MPABAMK 3AMUHWCTRATOpE

[0 [ omens ] [0 ] ||

T W — - R — _‘

Pucynok 35. OkHO «BBINOTHUTH

- HaxaTbh «OK». B nosBuBIIelics KOMaHAHON CTpoKe», cM. PucyHOk 36, BBOIUM KOMaHTy
«ping», mpobe u agpec KouTposuiepa «192.168.0.50%:
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BN Asmunuctpatop: ChiWindowshsystem32\emd.exe |E|E|ﬁ

Microzoft Windows [Version 6.1.76011] -~
Cc?» Kopnopauwa Madkpocoor (Microsoft Corp.>,. 200%. Bce npasa 3auMueHH.

m

C:wUsersskuznetsovrping 122.168.0.50_

Pucynok 36. OKHO «AIMUHUCTPATOP

- HOOKHUMAacM «Enter» H I10JIy4YacM I/IH(i)OpMaLII/II-O 10 HAJIMYHIO U Ka4YCCTBY CBA3U, CM. PI/IcyHOK
37:

ER Agmunuctpatop: ChiWindowshsystem32\emd.exe |E|E|i-J

Microzoft Windows [Version 6.1.76011]
Cc>» HKopnopauun HMakkpocootr (Microsoft Corp.>». 2009. Bce npaga 3alMueHH.

C:wUsersskuznetsovrping 1722.168.0.50

naketami ¢ 192_168.0.50 no ¢ 32 sadiTamMH pRaHHMX:
or 1972.168.0.50: yucao saWTt=32 epema=1lmc TTL=64
ot 192 _168.0.50: yucao sanT=32 Bpema<linc TTL=64
or 172.168.0.50: yucao saWT=32 Bpema=lmc TTL=64
ot 192 _168.0.50: yucao sanT=32 Bpema<linc TTL=64

CratucTuka Ping pan 172 .168.0.50:
MNaketToe: oTnpasaAeHo = 4, noaydedHo = 4, notepaAado = 0
(¥ noTepb>
[pUEAMIHTEABHOE BPEMA NpPHEMATEpPELAUYH MC =
HuHuMaabHoe = [mcek,. MakcumaabHoe 1 mcer, CpenHee = 0 Mcek

C:wUzsersskuznetsou>

Pucynok 37. OxHO «AamunuctpaTop». CTaTucTHKa OOMEHa aKeTaMu.

Kak Buaum, u3 4eThIpéX OTIpaBIeHHBIX 32-X OAWTHBIX MMAKETOB HU OJIUH HE MOTEPSJICH, a
BpEMsI OXKHUAAHUA - 1 MUJIMCEKYH/1a BIIOJIHE TPUEMIIEMOE.

6.1 YcranoBka cBs3u o unrepdeiicy Ethernet
[Tpu ycranoBke cBszu 1o uHTepdeiicy Ethernet B mporpamme «PUTTY» HeoOXoaMMO yKa3aTh

IP-anpec kouTposepa (cM. Puc. 38) u Haxare kHOTKY «Openy.
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B oo I ===

Category:

=l S[essicun Basic options for your PuTTY session

- Ten I_.cuglging Specify the destination you want to connect to
?Tﬂh‘l'Z:bnard Host Mame {or IP address) Port
. Bell 192.168.0.50| 22
- Features Connection type:

=1 Window Raw Telnet Rlogin @ S5H Seral
ﬁppea@nce Load, save or delete a stored session
- Behawiour
- Translation Saved Sessions
- Selection
C':'l':'!"rs Default Settings Load

—I- Connection
- Data Save
0w oo )
- Telnet Dielete

Rlagin
+- 55H
""" Sefial Cloze window on exdt:
Always MNewver @ Only on clean exit
| About | | Help | Open | | Cancel |

—

Pucynok 38. Beox IP-anpeca konTposiepa

B oTkpriBarolieMcss OKHE IpU MEPBOM HOJKIIOUYEHUH BBIBOJUTCS COOOIIEHHE O BO3MOXKHOM
yrpose 6e3omacuoct (Cm. puc. 39). Jlis nmpomomkeHus Mpoliecca YCTAaHOBKH CIeIyeT HaxaTb «Jlay.

EP 192.168.0.50 - PuTTY o B X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 ba:f5:6c:ee:2b:81:€9:ef:e2:€3:55:95:42:3b:86:42
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Otmena |

Pucynox 39. Coobiienne o BO3MOXKHOM yrpo3e 0€30MMacHOCTH.
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Ha skpaHe MOHHTOpA MOSIBUTCSI TEKCTOBOE OKHO J1s BBoJA joruHa (cm. Puc. 40). TTocne BBoza
JIOTHHA TTOSIBUTCSI TEKCTOBOE OKHO JIJIsl BBOo/Ia mapodist (cM. Puc. 41) u cuctema 3aripoCcuT BBOJI MapOIIs
(6e3 0TOOpaXKEHHST BBOAMMBIX CHMBOJIOB ITApOJIs).

[ & 192.168.0.50 - puTTY | o | B [

. ———— — - —

Pucynok 40. OxHO BBO/A JIOTHHA.

Pucynoxk 41. OxHo BBOzA aposIsl.

JlanpHelimass HacTpoilka KOHTpoJulepa IPOM3BOAUTCS coriacHo 11.6.2.1 Hacrosiuero
PYKOBOJCTBA.

6.2 YcranoBka cBsizu o untepdeiicy RS232-D yepez COM-nopt
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[Tpu ycranoBke cBsizu o unrepdericy RS232-D yepes COM-nopT:
— B nporpamme «PUTTY» BeIOpaTh THIT coerHEHUs «Serialy,
— B paszene «Serialy» Beiopats HacTpoiiku: 115200 8; N; 1; (cm. Puc. 42),
— B paszene «Sessiony Beectu Homep COM-mopTa, K KOTOPOMY HOKJIIOYEH KOHTPOJLIED
(cm. Puc.33) u Haxkath KHOIIKY «Openy.

r ﬁ PuTTY Configuration » M1

Categany:
B- Sgssiun Options controling local seral ines

i Logaing Select a serial line

- Keyboard Senal line to connect to COoM14

- Bell

- Features
=) Window Speed (baud) 115200
- Appearance 8
- Behaviour
- Translation Stop bits 1

- Selection .

- Colours a—
=)~ Connection Flow control
- Data
- Proogy
- Telnet
- Rlogin
- 55H
= Serial

Corfigure the serial line

Diata bits

About [ Cpen l l Cancel l

Pucynok 42. YcranoBka mapamerpos COM-mopTa

B oTkpeiBaromemMcst OKHE YCTAaHOBHTBH TapaMeTpbl coeluHeHHs cornacHo Puc. 43 m Haxath

«Openy.
F B
ﬁ PuTTY Configuration . ﬁ
Categony:
=- Sgassinn Basic options for your PuTTY session
& _I_E"" I..oglging Specify the destination you want to connect to
T"é;:boa » Serial ine Spesd
. Bell Com4 115200
- Features Connection type:
- Window 1 Raw ) Telnet ) Rlogin ) 55H @ Serial
Appea!ance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
- Selection
- Colours :
Default Settings
[=- Connection Lan
- Prowy
- Rlogin
(- 55H
- Senl Close window on exit:
() Mways () Mever @ Only on clean exit
About [ Cpen l [ Cancel ]
F
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Pucynok 43. YcTaHoBKa mapamMeTpoB COEAMHEHUS

Haxatp «Openy.

[Tpu 3amycke KOHTpoOJuIepa B OTKPBHIBAIOLIEMCS] OKHE IMOSBISIOTCS CiIy:keOHast HHpopMaus u
JMAIorOBOe OKHO Ui BBoja JoruHa (cm. Puc. 44). mapons (cm. Puc. 45). ITlocrme 3arpysku
KOHTpOJUIepa aBTOMaTHyeckas Bblaya MHQOpMAIMK B MOPT Npekpaniaercs. JlanpHeilmas HacTpoiika
KOHTpOJIIEpa MPOU3BOJIUTCS COrIAacHO 1.6.2.1 HacTosIIero pykoBoACTBa.

mc[rc:-c:-t@bolid—miOOOt]:,."opt,."mplcd - = = 28

Pucynoxk 44. OxHO BBOJ1a JIOTHHA.
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e

me [root@bolid-m3000t)/opt/mplct [E=REER

Pucynok 45. JluanoroBoe OKHO JjIsl BBOJIa TAPOJIS

6.3 C6pOC Ha 3aBOJICKHC YCTAHOBKH U CIICHHUAJIBHBIC PC)KUMbI BKIIFOYCHU A, C6pOCEl " 3arpys3Ku
B KOHTPOJIJIEPEC MMPEAYCMOTPEHA BO3BMOXKHOCTh U3MCHCHHU I HEKOTOPBIX KOH(i)I/IpraI_[I/IOHHBIX

napaMeTpoB MPH MOMOIIK Habopa KOMOMHALIMY KOPOTKUX U JUIMHHBIX HAXKATUH JaTYMKa BCKPBITUS
KopITyca (Tamrepa), pacroi0KEeHHOr0 Ha IiaTe:
— JlnuHHOE Haxatue (THpe WM «1») — 3TO ylIepKaHue AaTYnKa BCKPBITUS KOpITyca B
cocrosHuu «Haxato» B Teuenue 6oiee 0,5 cex, HO MeHee 6 cek.
— KparkoBpemenHoe HaxkaTHe (Touka uin «0») — 3To yAep:kaHHe TaMIepa B COCTOSIHUN
«Hasxxato» B Teuenue 0,02...0,5 cek. [layza Mexxay HaXXaTUAMU JT0JKHA OBITH HE MEHEE
0,02 cek.
— He naxaroe B TeueHnue 0osee 2 ceK. COCTOSHUE TaMIlepa sIBJISITCS IPU3HAKOM KOHIIA
Habopa KOMOMHAIINH.
— Haxaroe 6oee 6 cex. cOCTOsIHME TamIlepa aHHYJIMPYeT KOMOWHAIMIO HaXKaThi.
Jnst cOpoca HacTpoeKk HeoOXOAMMO MPH 3aIlyCKe KOHTpOoJIIepa T0KAAThCs Havala
«TIepeMHUTUBaHMs cBeTOIM010B «PaboTay u «232D» 3enéHbIM IBETOM, M MPOU3BECTH KOMOMHAIUIO
HaXXaTUH «TUPE» U «TOYKA» TAMIIEPOM.
[IpenycMoTpeHs! Clieyrolye BapuaHThl BKIIOUEHHs U cOpoca mpudopa TaMIiepom:
- IIOJIHBIN cOPOC K 3aBOJCKMM HACTPOMKAM: «TOYKA» - «TOUKA» - KTOUKA» - «TUPE» - KTUPE -
«TUPE» - KTOUKA» - «TOUYKA» - «TOUYKa»
- cOpoc ceTeBBIX a/IPecOB HA 3HAYCHHS, YKa3aHHbIEe B MHCTPYKIHH: - «THUPE» - KTUPE» - KTUPE) -
«TOUKa»
- cOpoc mapoJist BjajeJiblia Ha 3aBOJCKOE 3HAYCHHE. «THUPE» - KTUPE» - «TOUKA» - KTOUKaA» -
«TUPE» - KTUPE» - «TOUKA» - «TOUKa»
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Ta6muma 7.1 CnenuanbHbIe peKUMBI BKIIFOUCHHsI, cCOpoca U 3arpy3Ku

KomOunanus Haxxatuit
Pexum
Tamrepa
000111000 MIOJTHBIHA COPOC YCTPOMCTBA K 3aBOJICKUM HACTPOUKAM
1110 cOpOC CETEBBIX aIPECOB HA 3HAYCHUS, YKa3aHHBIE B
WHCTPYKITUU
11001100 cOpoc mapoJis Biajeblla Ha 3aBOJICKOE 3HAUCHUE
7 KOHOUT'YPUPOBAHHUE

7.1 UcnoJipb30BaHue M0 HAZHAYCHUIO
[epen ucnomnp3oanuem [1JIK HE0OX01MMO 3aIIpOrpaMMHPOBATH, T.€. CO3/1aTh MOJIH30BATEIBCKYIO

nporpammy. Co3/iaHHasi MOJB30BaTEIbCKAs MPOrpaMMa, MOXKET ObITh COXpaHEHA B
sHeproHe3aBucuMoii Flash-maMsTu KoHTpoIIIepa 1 3a1mycKaThCesl Ha BBIMIOJIHEHUE MTOCIIE BKITFOUCHHUSI
nuTaHus Wiy nepesarpysku. [IporpammupoBanue ocymiectsisiercs ¢ nomouisto [10 «MasterSCADA
4Dy, KOTOpOe MOKHO CKa4yaTh Ha caiTe WWW.insat.ru . J1jist cBsi3u co cpejioit mporpaMMHUpPOBaHUs
ucnonn3yercs uarepdeiic kourposiepa: Ethernet. Akrusarust munensun [10 «MasterSCADA 4Dy
IPOBOUTCS COTPYTHUKAMHU TEXHUYECKOW MO Iep KK Kommanuu «Mucat» (Www.insat.ru) mo
JMIICH3UOHHOMY KJTFOUY, PAaCOJI0KEHHOMY Ha TPOIIECCOPHOM MOJIYJIE KOHTPOJLIEpa.

7.2 VI3MeHeHue HayaabHON KOH(PUTypaluu KOHTPOJUIepa

W3menenue koHpurypauuu u nporpammuponanue I1JIK nmpousBoautcs B cpene pazpaboTku
«MasterSCADA 4D».

7.2.1 Pabota ¢ onepaiiioHHON cucTeMoi Linux B KOHCOIBHOM peXHMe.

JU1st KOHCOJIBHOTO JI0CTyNa K cucteMe Linux ucnonsayercs nopt 232D. [Ing BBoga komaH[
MOJIOWET Mr00ast TepMUHANIbHAS Tporpamma, Hanpumep, «PUTTY». Jlist moakmodeHus
HE00XO0AMMO 3a]1aTh CIEAYIOLINE CeTeBble HACTPOUKH MOCIIEeI0BATENBHOTO MOpPTa!

e CkopocTs (6ut/c): 115200;

e butsl nansbIx: §;

e YerHocTh: Her;

e (CromoBble OUTHL: 1;

e VYmpasneHue notokom: Her
JIaHHBIN OTIAIOYHBIA OPT MO3BOJISIET OTCISKUBATH TMATHOCTUYECKYIO MH(OPMAIHIO
KOHTpOJUIEpa B IpoOIlecce 3arpy3Ku: CETEBbIe HACTPOMKH, BEPCUIO IPOIINBKU, 00bEM aMITH U
T.1. Takke cyiecTByeT BO3MOXKHOCTh JOCTyNa K KoHconu Linux mo untepdeticy Ethernet ¢
ucnoib3oBanueM nporokona SSH. Jloctyn ocymiectsisiercs no [P-agpecy koHTposiepa u
MOPTY «22».
KoHconbHbIM JocTyn M03BONISET paboTaTh CO BCTPOSHHOM OnepaliioHHON CHCTEMON
HaIpsMYIO, UCIIONb3Ysl KOMaH bl ONIEPAIIMOHHOM crcTeMbl Linux. [yt BX0o1a B KOHCOJBHBIH
pexxuM Tpelyercs 1oxkaaTbes nonHoi 3arpy3ku [1JIK, mocie yero B TepMuHaNbHON IporpamMMe
HaxaThb «Enter». [TosBUTCS OKHO, B KOTOPOM CJIelyeT BBECTH:
B 10Jie BBOJIa jioruHa «loginy: «root» (mo ymomdanuto) («adminy B http(s)),
B TI0JI¢ BBO/Ia mapoJist «Password»: p@ssw0rd1234 (o ymosruaHuro).
[TonHbIit mepeueHb KOMaHA U OoJiee MoApoOHYI0 HHPOPMALIUIO 00 X UCIIOIb30BAHUN MOXKHO
HaiiTu Ha caiiTe pa3paboTtuunka: https://busybox.net/downloads/BusyBox.html.
7.2.2 VI3MeHeHne BepCHH MPOrpaMMHOTO 00ecieueHusl.

W3meHeHne BepcHuu MPOrpaMMHOTO 00eCiedeHUsT KOHTPOJIepa MPOU3BOAUTCS U3 OKHA B10-
opaysepa (Cwm.  5.5.2 «OGHOBIIEHHE)» HACTOAIIETO PyKOBOACTBA).
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8 IPOBEPKA PABOTOCIIOCOBHOCTHA
CamoIMarHoCTHKa OCHOBHBIX y3JIOB KOHTPOJIEpa MPOU3BOAUTCS aBTOMATHYECKH TIPH
BKJIFOYCHUH KOHTPOJIIEPA UJTU TIOCIIC BBITTOJIHEHHS KOMaH bl «COpocy.

e [IpousBecTu BU3yalIbHBII KOHTPOJIb PAOOTOCIIOCOOHOCTH KOHTPOJIIEPA.

e VY0OeauThCs B MOCTOSIHHOM CBEUYCHHMH CBeTO1MOa «PaboTay, 4TO CBUACTEIBCTBYET O

HaJUYUHU HAPSDKCHUS TUTAHUS U €T0 COOTBETCTBUU HOPME.

Y0eauThcss B MUTAIOIIEM PEXXUME CBETOIMOIOB aKTUBHBIX TOPTOB RS-485 nipu oOmeHe.
e Ilpu nmoakmouenuu nopra Ethernet momkua ObITE CBETOIMOIHAS HHIMKALIHMS HA

pa3béme Ethernet (mpu ycTaHOBKE COOTBETCTBYIOIIMX CETEBBIX HACTPOECK
192.168.0.1/24).

9 TEXHUYECKOE OBCJIYKUBAHUE U PEMOHT

PaboThI 110 TEXHUYECKOMY OOCITYKMBAHHUIO BBIMOJIHAIOTCS HE pexe 1 pasza B roji 00CTy)KHBAIOIHM
MIEPCOHAIIOM, UMEIOIIIMM TPYIIITY 3JIEKTPOOE30IIaCHOCTH HE HUXKeE 3.
Texuuveckoe 00CTY)KHBAHHE KOHTPOJUIEPA MPOU3BOIUTCS 110 TUIAHOBO-TIPEAYITPEAUTEILHON CUCTEME,
KOTOpasi MpeyCMaTPUBAET r0J0BOE TEXHHUECKOE 00CTyKMBaHHe. PaboThI 10 MJIAHOBOMY FOJIOBOMY
TEXHUYECKOMY OOCITY)KUBAHUIO BKJIIOYAIOT B CEOSL:
® [IPOBEPKY BHEIIHErO COCTOSIHUS KOHTPOJIIEPa,;
e IPOBEPKY pabOTOCIIOCOOHOCTH COTIACHO I1.8 HACTOSAIIEr0 PYKOBOJICTBA;
® [POBEPKY HAAEIKHOCTH KPEIUICHHUS] KOHTPOJUIEpa, COCTOSHHS BHEITHUX MOHTa)KHBIX
IIPOBO/IOB, KOHTAKTHBIX COCIMHEHHIA;
® POBEPKY OCTABIIETOCS pecypca MaMsTH I10 3aIlMCH COTJIACHO MyHKTA 5.5.1 HacTosIIero
PykoBoctBa (B npenenax ot 10 1o 90%);
® B Cllydyae KPUTHYHOCTH IIAPAMETPOB U JMHAMUKM YMEHBIIEHHS pecypca MaMaTH
HEOOXOMMO WM YMEHBLIUTE CKOPOCTh, H/UIIM YMEHBIIUTH OOBEM H/UIIH MECTO
ApXUBMPOBAHKS B COOTBETCTBHUU C PEKOMEHIAIUAMU MYHKTa 5.5.1 HACTOAIETO
PykoBoacTsa.

BHUMAHMHE!

HpeTeH:wm 0e3 NPUWIOKCHUSA aKTa NPESANPUATHEC-U3IOTOBUTEC/Ib HE IPUHUMACT.

BbIxon KoHTpoOsIepa U3 CTpos B pe3ysibTaTe HECOOIOCHNUS TOTPEOUTENEM ITPABUII MOHTAXKa UITH
JKCIUTyaTallK, B TOM YHCJIE B YCIOBHSX MOBBIIICHUS U3HOCA MAMSTH B pe3ysibTaTe OOJBIIOro YKcia
OBICTPBIX OMEpaLUii COXpaHEHHs apXUBOB, HE SBJIETCS OCHOBAHUEM JUIS peKJIaMallii U FrapaHTUHHOTO
pEMOHTA.

BHUMAHHE!
He npITaiiTech CHATH NEYATHYIO IJIATY KOHTPOJLIEPA, 3TO ABTOMATHYECKH AHHYJIMPYeT
rapaHTHiiHbIe 00513aTeJIbCTBA.

Pexnamarnum HanpaBisTh MO ajpecy:
3A0 HBII «bomny, Poccus, 141070, MockoBckast o6macts, r. Koponés, yi. [Inonepckas, 4.
Ten./dakc: (495) 775-71-55 (MHorokaHanbHbIit). E-mail: info@bolid.ru

[Tpu 3aTpynHEHHSIX, BOSHUKIIUX MTPH YKCILTyaTaIlid KOHTPOJIJIEpa, PEKOMEHIYETCsl 00pamiaThCs B
TEXHUYECKYIO TTOAICPKKY IO MHOTOKaHAIbHOMY Tenedony (495) 775-71-55, wnu mo 31eKTpOHHOU
noure support@bolid.ru.

10 BO3MOKHBIE HEUCITPABHOCTHU U CITIOCOBbI UX YCTPAHEHMUS
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[TepevyeHb BO3MOKHBIX HEUCIIPABHOCTEH U CITOCOOOB ycTpaHeHUs NpuBeaEH B Tabmmie 11.1.

Tab6auna 9.1 Bo3aMoxHbIE HEUCITPABHOCTH M METO/bI UX YCTPAHEHUS

HaunmeHoBaHue HCHUCIIPABHOCTH

BeposiTHasi npuunHa

Cnoco0bl ycTpaHeHHs

1) TIpu mogkiIroueHun K ceTh «12Bx»
pUOOpP HE BKIIOYACTCS.
Muaaukatopsl Ha JIMIIEBOM NaHeI!
BBIKJTFOYEHBI

Her HaIMpsOKCHUA ITUTaHUA

[IpoBepuTh HaNMMYNe HAMIPSKEHUS

2) Tlpu MOOKIIOYEHUH K CETH
Ethernet met noctyma
KOHTPOIIJIEpY B OKHE Opay3epa

1) HempaBuibsHO
BeIcTaBieH IP-ampec.

2) TIpoekT moap30BaTels
HE 3arpy’keH B
KOHTPOJLIED.

1) TloakmroYuTHCS K
KOHTPOJUIEPY M0 TIOPTY
RS232D wu BeicTaBuTSH IP-
azpec.

2) COpocHTh CEeTEBBIE
HaCTPOUKHU

3) 3arpysurth B KOHTPOJLIED
porpamMMy MOJIb30BaTENs C
BHU3yaJu3aluen

3) Tlpu MOAKIFOYEHHH K CETH
Ethernet met nocryma
KOHTpOIIJIEpYy B OKHE Opay3epa,
JOCTYTI Y CTPAaHHIIBI CETEBBIX
HACTpPOEK paboTaer.

Ucnonszyertcst 6paysep Internet
explorer

[onkmounThCs HCTIONB3YS Opay3ep
Mozilla/Google Chrome

4) OTcyTCTBYeT MHIAMKAIHS OOMEHa
nopra RS485

HeraBI/IHBHO BBICTABJICHBI
HOMCEpa MOJAKIIOYCHHBIX ITOPTOB

IIpoBeputs HOMEpPA MOPTOB B
IIPOEKTE

11 TPAHCIIOPTUPOBAHMUE, XPAHEHHUE, YTUJIN3ALIUA
e B TpaHCIIOPTHOH Tape KOHTPOJUIEPEl MOTYT XPAHUTHCS B HEOTAIIJIMBAEMBIX CKJIAJICKUX
MOMEILEHUAX NIPU TEMIIEpATYpe OKPYKaroIero Bozayxa oT MuHyc 50 1o + 50 °C n
OTHOCHUTENIbHOM BIIAXHOCTH 110 95 % nipu Temnepatype +35 °C.

e KoHTpossiepsl JOIKHBI XPaHUTHCS B TOTPEOUTENBCKON Tape B OTAIIMBAEMBbIX
CKJIaJICKMX MTOMEIEHUAX NpHU TemrepaType oT mitoc 5 1o miatoc 40 °C u
OTHOCUTENBHOM BiaxkHocTH 110 80% mipu Temneparype +20 °C.

e VYTuiau3auus KOHTpOJUIEpa IPOU3BOAUTCA C YIETOM OTCYTCTBUS B HEM TOKCHUYHBIX

KOMIIOHCHTOB.

e ConeprxaHue qparoleHHbIX MaTepPUAIOB: He TpeOyeT yuéTa pu XpaHEeHHUH, CITUCAHUH 1
yrumzanuu (. 1.2 TOCT 2.608-78).

12 TAPAHTHUHU U3TI'OTOBUTEJIA
W3roroButenb rapaHTUPYET COOTBETCTBUE TPEOOBAHUAM TEXHUUECKUX YCIOBUHN MPU
COOJIIOICHUH TOTPEOUTENEM MTPaBUII TPAHCIIOPTUPOBAHMS, XPAaHEHUSI MOHTaXKa U

OKCILTyaTaluu.

["apaHTUitHBIN CPOK KCILTyaTaluy — 18 MecsIeB co THS BBOJA B IKCIUTyaTallio, HO He Ooiiee
24 MecsEeB O JTHS BBIITYCKa U3TOTOBUTEINIEM.
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13 CBEJAEHUSA O CEPTUOUKALIUU U3AEJIUA
KonTpomnnep coorBercTByeT TpeGoBaHUsIM TeXHUUECKOTO periaMeHTa
Tamosxennoro coro3a TP TC 020/2011 u umeeT cepTuduKat COOTBETCTBUSA: [ H [
TC Ne RU C-RU.ME61.B.01549.
[Tpon3BOICTBO KOHTPOJUIEPOB UMEET CEPTUDUKAT COOTBETCTBUS
I'OCT I1SO 9001 — 2011 Ne POCC RU.MK32.K00153, BeIgaHHBIN

OC CK "CTAHIOAPT-CEPT", 117246, r. MockBa, Hayuns1ii rip-a, 6. nCo 9001
MMPUJIOXKEHHUE A
["abapuTHbIe U ycTaHOBOYHBIE pazMepsl KoHTposuiepa «M3000-T Uucar»
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NPUJIOXEHUE b
CxeMbl BHEITHUX MOAKIIOYCHUN

C000-Hub

Hatyuk BCKpbITUSA Kopryca (Tamnep)

©00000000000006P00e
-

B Gi|AZ B2 Ga| A3 BT G3|A4 B4 C4| R TH GND|+UT GND +UZ GND

e T e T e T e T e

RS-485 RS-485 RS-485 RS-485 RS-232D

XS2 — pa3bém ansa nogknoveHuns Ethernet-kabens;
XS3 — pa3bém ansa nogkntoveHns USB-HakonuTtens;
XS4 — cnoT ans nogknoveHnsa SD-kapThl.
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